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HE MA HOA DUA TREN THUQC TINH MO1 HO TRQ TINH CHAT
PHI TAP TRUNG HOA

Lé Phi Thwong!, Lé Pinh Hai2, Trinh Viét Cwong?, L& Xuan Lam*
TOM TAT

Ma& hoéa dua trén thugc tinh (attribute-based encryption) la hé ma hoéa quan trong
hi¢n nay, duroc sur dung rong rai trong luu trie diz liéu trén dién toan dam may, ciing nhw
trong nhiéu ing dung khac nhuw truyeén hinh tra tién, chia sé files,... M hoa dya trén thugc
tinh cho phép phan quyén truy cdp di lidu cuia ngueoi dung dira trén thuge tinh. Trong céc
hé mé hoa dia trén thuge tinh hién nay, hé ma do hai tac gid Riepel va Wee dé xudt nam
2022 dwroc xem la mét trong nhizng hé ma quan trong nhdt. Hé ma nay c6 tinh hiéu qua rat
cao ciing nhw tinh an toan tat, tuy nhién diém thiéu sot cia hé ma nay 1a chuea hé tro tinh
phi tdp trung héa. Trong bai bao nay ching tdi dé xudat giai phap bé sung tinh phi tap
trung héa cho hé ma cua Riepel-Wee va ddnh gia so sanh wu nhwoc diém cia hé ma dé
Xudt véi mét sé hé ma héa dira trén thuge tinh c¢d hé tro  tinh chdt phi tap trung hoa khac.

Tur khoa: Ma hoa dwa trén thugce tinh, phi tdp trung hoa, dién toan ddam may.

1. GIOI THIEU CHUNG VE MA HOA DUA TREN THUOC TiNH

Dién toan dam may ngay nay dem lai rat nhiéu loi thé cho doanh nghiép va nguoi
ding, chang gidp tiét giam chi phi, ting kha ning dap tmg va do do ting loi nhuan cho
doanh nghiép. Bién toan dam may dugc dung moi noi dé luu trir va xu ly di lidu, tir viéc luu
trir cap nhat danh ba dién thoai cho mdi ngudi dung dién thoai di dong, cho dén 16n hon 1a
lwu trir va xtr Iy nhitng dir liéu khong 16 cua cac doanh nghiép. Cac doanh nghiép va nguoi
dung khong can phai luu trit dit lidu trén thiét bi cua minh von han ché vé kha nang luu trix
va tinh toan. Song song véi nhiing wu thé, van dé an toan cua dién toan dam may luén duoc
dit ra. Hai cau hoi 16n nhat vé do an toan d6i véi dién toan dam may 1a 1am thé nao dé chic
chan rang dir liéu cua ching toi khdng bi danh cip va bi sir dung néu nhu cac may chu luu
dir liéu (Cloud Servers) bi tin cong? Lam thé nao dé dam bao quyén truy cap hiéu qua di
liéu cua cac nguoi dung trong hé thong? Dé tra loi cau hoi thir nhat ki thuat ma hoa théng
thuong c6 thé 1a mot giai phap. Dit liéu trudc khi dugce dua 1én Cloud Servers sé duoc ma
hoa. Khi cac Cloud Servers bi tin cong va dir lidu bi lay cip, ké tan cong khong cé khoa giai
ma& van khdng thé nao truy cap dugc vao dit lidu gbc (raw data) va do d6 dir liéu van an toan.
Tuy nhién, phuong phép dung ki thuat ma hoa thong thuong khdng thé giai quyét dugc van
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dé tha hai, Iy do 1a dir liéu ding k¥ thuat ma hoa thong thuong (vi du hé ma héa AES hay
RSA) chi c6 mét khoa giai ma dix liéu duy nhat, do d6 khong thé phan quyén truy cap dit liéu
cho cac nguoi dung trong hé thbng mot cach hiéu qua.

Ky thuat ma hoa dya trén thugc tinh do Sahai and Waters [1] gidi thiéu da giai
quyét tét ca hai cau hoi trén. Mot hé ma hoa dya trén thudc tinh (Attribute-based
encryption) ¢ qua trinh ma hoa va giai ma duoc dya trén thuoc tinh, va cir mién la tap cac
thugc tinh (attributes) thoa man mét chinh séch (policy) 1a cé thé giai ma thanh cong. C6
hai loai m& hoa dua trén thudc tinh, thir nhat 1a2 ma hoa dua trén chinh sach & ban ma
(ciphertext policy attribute-based encryption: CP-ABE), trong hé thong nay mdi ngudi
dung s& duoc cap mot tap cac thude tinh (attributes), khi ma hoa nguoi 1ap m& s& ma hoa
dua trén mét chinh sach (policy) nao do, va chi c6 nguoi dung s¢ hiru tap cac thudc tinh
thoa mén chinh sach d6 mai c6 thé giai ma duoc. Vi du: Néu xem mdi bo mén KHMT,
HTTT, KTMT, TUD Ila céc thudc tinh, gi¢i tinh Nam, Nit la cac thudc tinh; cac huyén
trong tinh Thanh Hoa la cac thudc tinh. Dya vao ting can bo cu thé ta cd thé cp cho ho so
hitu cac thudc tinh twong wng, khi ma hoa ta c6 thé ma héa mot thong béo dua trén mot
chinh sach ma chi cé thé c6 mot sé ngudi nhat dinh méi ¢é thé giai ma duoc, chinh sach
thuong duoc dya trén mot biéu thic boolean (biéu thic logic). Vi du ma hoa cho nhiing
can bo thuoc bo mén KHMT, 12 Nam va thudc 2 huyén Triéu Son, Thiéu Hoa mai cd thé
giai ma duoc, khi d6 chinh sach (dwoc biéu dign bai biéu thirc boolean) s& 1a: KHMT va
Nam va (Triéu Son hogc Thiéu H6a). Loai ma hda dya trén thudc tinh thir hai @6 1a ma hoa
thugc tinh dya trén chinh sach ¢ khda (key policy attribute-based encryption: KP-ABE),
nguoc lai véi loai ¢ trén llc ndy méi ngudi ding sé& dugc cap mot chinh sach (policy), va
khi 1ap ma nguoi 1ap ma s& chon mét tap cac thude tinh d& ma hda, va mién la tap cac
thugc tinh nay thoa mén chinh sach 1a nguoi dung cé thé giai ma duoc.

Vi mot hé ma hoa dya trén thugc tinh, méi ngudi ding sé sé hiru mot tap thuoc tinh
(hodc mét chinh sach giai ma policy) va duoc quan tri hé thdng (authority) tao khoa tuong
g véi tap thudc tinh (hodc policy). Authority so hitu mot khoa bi mat cua hé thong
(master secret key) dé tao khéa bi mat cho tung nguoi dung, hé théng nhu vay goi la hé
thdng tdp trung héa. Hé thong tap trung hoa co hai diém yéu. Piém yéu dau tién ciing 1a
quan trong nhat la do authority 1a ngudi tao khoa, do d6 authority biét tit ca khoa bi mat
ctia ngudi dung trong hé thong. Diéu nay dan dén nguy co mét an toan ddi véi ngudi ding
khi authority gian ddi hodc bi tin cong lay mat master secret key. Diém yéu tht hai 12 do
chi c6 mot authority tao khéa cho ngudoi ding, nén néu authority bi qua tai hay bi tan cong
hé thong s& khong thé tao khoa cho ngudi dung. Tuy nhién do sé lugng ngudi ding méi
tham gia vao hé thong 1a it va khong thuong xuyén ddi véi da s6 Gng dung, do vay diém
yéu thir hai thuong khong dwoc coi trong bang diém yéu dau tién. Mot hé thdng co tinh
chét phi tdp trung héa Ia hé thdng giai quyét tot duoc it nhat diém yéu dau tién.

Ma hoa dua trén thugc tinh 1a hudng nghién ctiru dugc cac nha nghién ciru quan tam,
c6 rat nhiéu cac hé ma hda dua trén thugc tinh véi cac tinh chat khac nhau [1-9] dd duoc
cong bb. Trong d6 hé ma cua hai tac gia Riepel-Wee dé xuat nam 2022 [6] (duoc cong bd
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tai mot trong nhitng hoi nghi 16n nhat caa nganh an toan bao mat théng tin ACM CCS)
duoc xem la quan trong nhat. Trong bai bao nay dong gop cuia chiing toi la cai tién hé ma
nay bang céch b sung thém tinh chat phi tap trung hda cho hé ma nay. Bong thoi ching
t6i cling dua ra su so sanh hé md dé xuat véi cac hé ma dya trén thudc tinh c6 hd tro tinh
chat phi tap trung hoa khéc.

2. HE MA DUA TREN THUOC TiNH CUA RIEPEL-WEE
2.1. Phép ghép cip déi

Phép ghép cap doi Pairings dugc mo ta nhu sau:

Goi G1, G2 la hai nhém cyclic ¢ bac nguyén té p.

g1 12 phan tir sinh cua tap Gi, g2 1a phan tir sinh cua tap Go.

¥ 1a mot anh xa tir G2 vao G trong do P(g2) = g1.

e 1a mot anh xa song tuyén tinh ky hiéu e : Gi x G2 — Gr.

Trong d6 phép e thoa man hai tinh chét sau:

Tinh song tuyén tinh: Vi moiu € G, v € G2 va a, b € Zta c6: e(u®, vP) =
e(u’ v)a.b

Tinh khong suy bién: e(g,,g,) # 1.

Trong d6 Gi, Gz c6 thé tring nhau, khi cai dit véi duong cong Eliptic thi Gi, G s&
|a tap céc diém trén dudng cong véi toa do cac diem thudc tap Z,, p 1a sé nguyén to, tap
Gr s& 1atap Z, véi q = p7, trong d6 tiy viéc thiét 1ap thong s an toan ma  c6 thé 1a 2, 4,
hoac 6.

2.2. Ma tran chia sé tuyén tinh

Ma tran chia sé tuyén tinh (linear secret sharing matrix - LSS) dugc mé ta nhu sau:
Gia st p 1a s6 nguyén té va U 1a tap cac thugc tinh. Néu A 1a mot chinh sach mé hoa dya
trén U, thi ta c6 thé tim mot ma tran LSS, M € Z>*™2 va mot ham z anh xa cac hang trong
ma tran M véi céc thudc tinh trong U, cac thudc tinh ndy xuat hién trong A, tic 1a ham =
c6 dang 1t € F([n1] = U), véi nl la sé hang trong ma tran.

Cap (M, m) duoc goi la mét chinh sach mé hda LSS. Va khi vector 17 =(5,Yyp, oo, Ypo)*
bl Z2? véi s6 bi mat s cin chia sé, thi vector chia s¢ bi mat s& 1A xX= M. 7. D3t S la mét tap céc
thugc tinh ma théa man chinh sach mé hoa A (hay chinh la (M, x)), | la tap cac dong ctia ma tran
M ma anh xa qua ham = xuét hién trong S, tac 1a I = {i|4 € [n1] A(4) € S}.

Nguoi ta da chimg minh dugc rang: Ton tai cac hing s {y;} ¢, trong Z, sao cho
v&i moi gia tri chia sé hop I¢ {>\¢= (M.’g)i}iacﬁa thanh phan bi mat s thi ¥,c,v; ;= s

hay twong duong voi:

Z y.:M; =(@1,0,..,0)
1€1

cac hang s6 {¥,};e; €0 thé dugc tinh toan dugc mot cach hiéu qua.
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2.3. Hé ma dwa trén thugc tinh caa Riepel va Wee

Hé ma & dang dua trén chinh sach & ban ma bao gom 4 giai thuat:

Khai tao: khoi tao cac tham sé chung cho toan b hé théng nhu khoa cong khai cia
toan bo hé thdng, khoa bi mat cua hé thdng (master secret key).

Tao khéa: giai thuat tao ra khdéa bi mat cho nguoi dung mai tham gia vao hé théng
dura trén dau vao 1a tap thudc tinh cia ngudi ding va khéa bi mat caa hé thong.

M4& héa: dau vao Ia chinh sach ma hoa va khoa cong khai cua hé théng, dau ra la
khoa phién K cua hé théng va ban ma twong (ng véi khoa phién K. Luu ¥ rang khda phién
K s& dugc dung nhu khoa bi mat (véi hé ma AES) dé ma hoa dit liéu thuc sy can ma hoa.

Gidi ma: dau vao 1a ban ma va khéa bi mat, néu tap thudc tinh cua khda bi mat thoa
méan chinh sach ma hoéa, giai thuat cho dau ra la khoa phién K. Nguoc lai thong bao khong
giai md dugc. Luu ¥ rang khoa phién K duoc dung nhu khéa bi mat dé giai ma (voi hé ma
AES) ra dit liéu ban ro.

Cac giai thuat cu thé nhu sau:

Khei tao (1Y),

Dua trén tham sé dau vao A, tao ra hé théng Pairings G:=(p,G, G,, G.,6,91.95).
Trong d6 g1, g2 |a cac phan tu sinh cua nhém G, G,; chon ngdu nhién a «3-Z, va ham
bam H : [[U}+ 1] —»G;, trong d6 U la tap cac thugc tinh cua hé thdng. Tinh khoa cong khai
mpk cua hé théng:

mpk:= (G,H, e(91, 92)*)

Khéa bi mat caa hé thong msk = a.

Tao khoa (msk, S la tdp con cua tép U).

Chon ngau nhién r <7, Tinh khéa bi mat véi mdi u € S:

skyi= g7 H(IU| +1)" sky,= H(w)", sks = g3

DAu ra 1a khoa bi mat sk := (skq, {5k, }u e 5, 5K3)

M4 héa (mpk,(M,r) - la chinh séch ma hoa dang ma tran chia s& tuyén tinh).

Chon ngau nhién sz, v & 7227 o0& 78
I
Tinh ct;:= g3t ctyii= g, Ul forj €[], va

ety = H([U| + DM Hir(4))s @)

Véi mdi dong 4 € [n,]. Phép toan || 1a phép ghép hai véc to.

Cubi cung cho dau ra 1a ban ma ct va khoa phién K nhu sau:

ct := (cty, (Ctz,j)je[r]' (CtS,fi)fiE[nl]) vak :=-e(gy, g,)*".

Luu y rang ban ma ct bao gom ca chinh sach ma héa (M, ).

Giai ma (mpk,(M,n), S, ct, sk).

Néu tap thugc tinh cia nguoi dung S khong thoa man chinh sach ma hoa (M,xr) cho
dau ra 1a théng bao khdng giai ma dugce. Nguoc lai, theo tinh chat ciia ma tran chia sé
tuyén tinh M ton tai {y;}; < ; Sao cho:

Z. Yi Mi = (1,0, ,0)
tel
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T i Ticr i (Ko Ctz )

Tinh khéa phién: K = e(sk.,ct.).
P ( ' l) e(Hiel (Ctz,i)y"Sks)

3. HE MA DUA TREN THUOC TiNH BE XUAT

Trong myc nay, trudc tién chiing to6i trinh bay y tuong xay dung hé ma, sau do trinh
bay chi tiét hé ma ciing nhu nhitng phan tich danh gia vé tinh an toan cia hé ma dé xuat.

3.1. Y twdng xay dwng

Trong hé ma cua Riepel-Wee khoa bi mat cia hé thong 1a o, khoa bi mat cua ting
ngudi ding s& duoc tinh dya trén o va tap thudc tinh cua ting nguoi ding. Y tudong dau
tién dé giam sy phu thuoc vao duy nhit o (ngin ké tin cong hay authority gian dbi biét a)
1a ta tach o ra thanh nhiéu gi& tri con o = a1 + o2 + ... + an, sau d6 tach authority ra thanh n
authority con, mdi authority con s¢ hitu mét gié tri oi. Khi cdp khoa, mdi authority con s&
cAp mot khoa con twong tng vai ting gia tri ai, ngudi ding sau d6 s& gop cac khoa con lai
thanh khoa chinh tuong ing véi a va gidi ma nhu thong thuong. Véi phuong phap nay hé
thdng c6 thé giai quyét tot duoc van d& gy mat an toan khoa bi mat caa ngudi dung (van
dé thir nhat). Cu thé, do ldc nay hé théng c6 n authority con, do d6 trir phi ca n authority
con gian déi hay ké tin cdng phai tin cong thanh cng ca n authority con mai c6 thé tinh
duogc khéa bi mat cia ngudi ding. Nhu vay hé thong di giam thiéu duoc kha nang 16 khoéa
bi mat ciia ngudi ding, dac biét khi n du 16n. Tuy nhién nhuge diém cua phuong phap nay
la s& 1am tram trong thém nhugc diém tha hai cia hé thdng tap trung hoa bai vi vai trd cua
ting authority con ciing twong tu nhu authority trong hé thong tap trung hoa. Do d6 hé
thdng thay vi phai dam bao mét authority khdng qué tai hozc khéng bi tan cong nhu trong
truong hop tap trung hoa, & day hé théng phai dam bao diéu dé cho n authority.

Dé giai quyét van dé tha hai, y twong tiép theo la dung ky thuat chia sé thanh phan bi
mat (secret sharing). Cu thé, ta van duya trén ¥ tudng chia o thanh cac i con nhur & trén, tuy
nhién ta dung ky thuat secret sharing thay vi viéc chia don gian nhu y tuéng dau tién.
Trong k¥ thuat secret sharing dé chia sé thanh phan bi mat a, ta dung mét da thic P ¢6 bac
Ia 7, trong d6 P(0) = a (khi xay dung hé ta chon P trudc tinh P(0), sau d6 chon o = P(0)).
Bang phuong phap noi suy da thirc, néu ta biét r + 1 gia tri khac nhau cua da thic P, vi du
P(x1), P(X2), ..., P(xw1), ta cd thé tinh duoc gia tri P(0). Ap dung k¥ thuat nay vao hé
Riepel-Wee, ta tao ra n authority con (n> ), mdi authority con dwgc cap mot gia tri bi mat
P(xi) khac nhau. Trong giai thuat tao khoa, timg nguoi ding s& xin cip khoa tir cac
authority con nay. Tuy nhién thay vi phai xin du n khoa tir n authority con nhu y tudng dau
tién, & day nguoi ding chi can xin du T + 1 khoa tir 7 + 1 authority con 1 ¢6 thé tinh duoc
khoa chinh dé giai ma (bang phuong phap ndi suy da thuc). Nhu vay y tuong nay giai
quyét duoc ca hai van dé d6i vai hé thong tap trung hoa, cu thé:

Do tach thanh nhiéu authority con, nén ké tin cong hay authority gian déi phai co dua
it nhat T + 1 khoa bi mat cua authority con méi cé thé tinh duwoc khéa cia nguoi dung.
Nhu vay s& giam thiéu dugc xac sut bi 16 khoa bi mat caa ngudi ding néu ta dat  da lén.
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Trong trudng hop mot vai (nho hon —1 ) authority con bi qua tai hay bi tin cong dan
dén khdng hoat dong, hé thdng van cd thé thuc hién chic ning cung cap khéa cho nguoi
dung nhu théng thuong. Nhu vay s& giam thiéu xac suat hé théng khdng hoat dong chuc
ning cung cap khoa néu ta dat n dua lon.

3.2. Hé ma dé xuat

Hé ma dya trén chinh sach ¢ ban ma bao gém 4 giai thut:

Khdi tao: khoi tao cac tham sé chung cho toan bo hé théng nhu khoa cong khai cua
toan bo hé thdng, khda bi mat cua n authority cua hé thong. Luu ¥ giai thuat chi chay mot
lan duy nhét khi khoi tao hé théng.

Tao khoa: giai thuat tao ra khoa bi mat cho ngudi ding méi tham gia vao hé thdng
dia trén dau vao la tap thuoc tinh cia nguoi dung va khéa bi mat cua téi thiéu  + 1
authority cua hé théng.

Ma& hoa: nhu hé Doreen Riepel-Hoteck Wee.

Giai ma: nhu hé Doreen Riepel-Hoteck Wee.

Céc giai thuat cu thé nhu sau:

Khai tgo (1%, 7, n).

Dua trén tham sé dau vao /, tao ra hé théng Pairings G:=(p,G;, G, G1,8,91.9>).
Chon ngau nhién mot da thirc P ¢6 bac 1a 7, dat a = P(0), chon ham bam H : [|U[+ 1] —
G,, trong d6 U 14 tap cac thudc tinh caa hé thdng. Chon ngau nhién x,, x5, ..., x,, &Zp va
khéc 0, tinh khéa bi mat caa n authority Ian lugt 1a P(x;), P(x,), ..., P(x,).

Khda cong khai mpk cua hé théng:

mpk:= (G,H,e(g1,92)% X1, X5, ..., xfl) ’ ’

Luu y giai thuat khoi tao chay mat lan duy nhat khi khai tao hé thong, da thic P sau d6 bi
hily khong thuc thé nao biét da thuc P.

Tao khéa (P(x,), P(xy), ..., P(x.), S € TU).

Khéng mét tinh tong quat, gia str ngudi dung lién hé véi T + 1 authority tir 1 dén
T+ 1 dé ldy khéa bi mat thanh phan (trong thuc té ngudi dung c6 thé lya chon ngau nhién
cac authortiy dé lay khoa bi mat thanh phan). Tung authority 4 (4 = 1, ...,7 + 1) chon
ngau nhién r; <in.T|'nh khoa bi mat véi mdi u € S:

skye = gy H(UL + 1)1, 5Ky, = H@W', sk, = g}

Sau khi nhan du v + 1 khéa bi mat, ngudi dung thuc hién phép noi suy da thic dé

tinh lai khéa bi mat chinh:

T+1 9 | ) T
sky = gt PP (| + DERIAT = g@ H(JU| + 1)7
sky, = H(w)ZE1 47 = H(w)"

e TEI AT p
skj = 95" = 92

Xj

Trongdo  A; = Mjpsj=1, 141 —
jTXi

Dau ra 1a khoa bi mat sk := (skq,{sk, , }u ¢ 5, SK3)

139



TAP CHI KHOA HQC TRUONG PAI HQC HONG PUTC - SO 67.2023

Ma héa (mpk,(M,n)). Nhu thuat toan ma hoa hé ma Riepel-Wee
Giai ma (mpk,(M,n), S, ct, sk). Nhu thuat toan giai ma hé ma Riepel-Wee

3.3. An toan cia hé ma dé xuit

An toan cia hé ma dé& xuat dugc suy ra mot cach ty nhién tir an toan cia hé ma
Riepel-Wee va ky thuat chia sé thanh phan bi mat (secret sharing). Do hé ma dé xuét giir
nguyén giai thuat ma hoa cua hé Riepel - Wee, trong khi d6 ké tin cong khong c6 thém bat
ctr théng tin gi vé khoa bi mat chinh o cuia hé thdng néu khdng tin cong du T + 1 authority
con (theo tinh chét cua ky thuat secret sharing). Do vay an toan cua hé mi dé& xuét dugc
suy ra mot cach tu nhién tir an toan cua hé ma Riepel-Wee va ky thuat secret sharing.

4. SO SANH VOI MOT SO HE MA DUA TREN THUOC TiNH CO HO TRO
TINH PHI TAP TRUNG HOA HIEN CO

Tiéu chuan chinh khi so sanh cac hé ma bao gdbm: chirc ning ciia hé ma, tinh an toan
ctia hé ma, toc do cta hé ma (téc d6 ma hoa, téc do gidi ma), dung lugng (d6 dai ban ma,
do dai khoa bi mat, d§ dai khoa cong khai). HE ma dé xuét duoc xay dung dya trén hé¢ ma
Riepel-Wee, do vdy dugc ké thira cac dic tinh cia hé ma trén. Luu ¥ rang hé mi Riepel-
Wee duogc phat trién gan ddy duoc xem 13 mot trong nhitng hé ma tt nhat hién nay. So
sanh céc tiéu chuan cu thé cua hé ma dé xut va cac hé ma co cung chirc nang (tinh phi tap
trung hoa) dugc trinh bay trong bang 1 sau.

Hé ma Ban ma Khoa bi mat | Khéa cong khai Ma hoa Giai ma

[4] 3l1+1 |S|Kmax +6 2NKmax +2 (3I+1)exp 2| pairing

[2] 3l+1 |S|Kmax 2NKmax +3 (3I+1)exp 2| pairing

[3] [+2 S|Kmax +2 NKmax +5 (I+2)exp 2 pairing

Hé d& xudt | 1+ Kmax +1 |S|+2 n+1 (1+ Knax (Kmx +2)
+1)exp pairing

Bang 1. So sanh mt s6 hé ma hoa dwa trén thudc tinh hd tro tinh chit phi tap trung hoa

Trong bang so sanh trén: | 1a s6 thudc tinh ¢ trong maét chinh sach (policy). Vi du
vé6i chinh sach 1a KHMT va Nam va (Triéu Son hogc Thiéu Hoa), taco | = 4.

kmax 12 56 1an t6i da mot thudc tinh c6 thé xuat hién trong mot chinh sach. Vi du voi
chinh sach (KHMT va Nam va Triéu Son) hogc (KHMT va Nam va Thiéu Hoa), thudc
tinh Nam xuat hién hai lan. Luu y rang kmax dugc khai tao ¢é dinh ngay tir dau, do vay khi
khai tao hé ta phai chon Kmax du 16n dé nguoi 1ap ma thoai mai chon chinh sach.

S| 14 s6 thudc tinh ma ngudi ding u o hitu.

N 1 téng sb thudc tinh co trong hé thdng

n la sé authority con

I 12 6 thudc tinh dé thoa man maot chinh sach khi giai ma caa ngudi dung. Vi du véi
chinh sach (KHMT va Nam va Triéu Son) hogc (KHMT va Nam va Thiéu Hoa), | =3, vi
can 3 thuoc tinh KHMT va Nam va Triéu Son dé giai ma.

exp la phép Iy thura;
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pairing 1a phép tinh song tuyén tinh. Mot phép tinh pairing bang khoang 50 lan mot
phép Iy thura.

Luu y rang N s& rat 16n (I6n hon nhiéu so v&i n), kmax thudng nho hon 1. Do vay hé
dé xuit co a6 dai khoa bi mat va khoa cong khai tét nhat trong cac hé hién cd. Trong khi
cac chi sb khac tiém can véi cac chi s6 cua hé tét nhat ¢ hd trg tinh phi tap trung hoa hién
nay la hé [4].

5. KET LUAN

Hé ma dua trén thudc tinh cd (rng dung rong rai trong dam bao an toan théng tin cho
hé théng dién toan dam may, cling nhu trong nhiéu loai tng dung khéc hién nay nhu
truyén hinh tra tién, chia sé files,... Trong nhiéu tinh chat caa hé mé4, tinh phi tap trung hoa
la tinh chat quan trong dang dugc quan tim, dic biét trong bdi canh s riéng tu (privacy)
cua nguoi dung dang 1 van dé nong hién nay. Trong bai bao nay ching tdi dua trén hé ma
ndi tiéng gan day cua Riepel-Wee va ki thuat secret sharing dé& xuat mot hé ma mai h tro
tinh phi tap trung héa. Hé ma dé xuit co cac tinh chat c6 thé so sanh dugc véi cac hé ma
hd tro tinh phi tap trung hoa hién co, dic biét véi cac tinh chat nhu d6 dai khéa bi mat va
do6 dai khda cbng khai.
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A NEW DECENTRALIZED ATTRIBUTE-BASED ENCRYPTION SCHEME

Le Phi Thuong, Le Dinh Hai, Trinh Viet Cuong, Le Xuan Lam

ABSTRACT

Attribute-based encryption (ABE) is an important encryption system nowadays, widely

used in data storage on cloud computing, as well as in many other applications such as pay
TV and file sharing. Attribute-based encryption allows for access control to user data based
on attributes. Among the current attribute-based encryption systems, the system proposed by
authors Riepel and Wee in 2022 is considered one of the most important. This system is
highly efficient and has good security features; however, its drawback is the lack of support
for decentralization. In this paper, we propose a solution to enhance the decentralization

feature for the Riepel-Wee encryption system. We then provide a comparative analysis of the
strengths and weaknesses of our proposed encryption system with some other attribute-
based encryption systems that support decentralization features.

Keywords: Attribute-based encryption, decentralized, cloud storage.
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