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UNG DUNG TRIi TUE NHAN TAO TRONG PHAT HIEN HINH THUC
TAN CONG TU CHOI DICH VU

Nguyé&n Thé Cudng®, Nguyén Thu Huwong?
TOM TAT

Cac cugc tan cdng tir choi dich vu phan tan tqo ra cac moi de doa lén doi véi mang
Internet va cac thuc thé trong mang. Nhiéu co ché phong thi da dwoc dé xudt d@é co thé
chang lgi hinh thizc tan ¢éng nay. Tuy nhién, cac cong cu hé tror tan cong lubn duroc nang
cap dé co thé vuot qua cac hé thong bao mdt. Viéc phat hién sém duwoc dang tan céng nay
c6 thé gitp cac hé théng giam thiéu duoc ruii ro, dac biét 1a véi cac hé théng cung cdp dich
vu. Ung dung tri tué nhan tgo vao qud trinh gidm sat mgng nham phat hién cac nguy co
xuat hién cua hinh thirc tan cdng tir chéi dich vu hién dang thu hit dwec nhiéu sy quan
tam. Trong bai b&o nay, ching tdi dé xudt gidi phap #ng dung tri tu¢ nhan tgo trong viéc
phét hi¢n hinh thic tan cdng ter chai dich vu dua trén cac da ligu gidm sat mang.

Tir khéa: Tan cdng mang, tri tué nhan tqo, tir chéi dich vy, mang dich vu.

1. TONG QUAN VE TU CHOI DICH VU PHAN TAN

Tén cong tir chéi dich vu phan tan (Distributed Denial of Service - DDoS) la hanh
dong 1am cho may cung cap dich vu khéng thé phuc vu cac yéu cau sir dung dich vy cua
ngudi ding hop phéap. Két qua, sau cudc tan cong, hé thdng cung cap dich vu nging hoat
dong trong mot khoang thoi gian dii dai. Cac tan cong DDoS c6 thé thuc hién tir cac hé
théng may tinh vai cac dia chi IP khac nhau trén mang Internet.

Cac cudc tan cong DDoS gay ra méi de doa Ién ddi véi mang Internet va c6 nhiéu co
ché phong thu di dugc d& xuat dé chdng lai van d& nay. Linh vuc nghién ctu vé tan cong
DDoS ngay cang tré nén phic tap hon va trd nén khé khan dén mic khé co thé xac dinh
dugc mirc d6 tn cong. Nhiing ké tin cong lién tuc stra dbi cac cong cu caa ho dé vuot qua
cac hé théng bao mat dugc xay dung, trong khi d6, cac nha nghién ctru lién tuc phai sua ddi
cac phuong phap tiép can cua ho dé xur 1y céc cudc tin cong mai. Mot cude tin cong tir
chéi dich vy duoc dic trung bai mot nd luc rd rang nham ngan chan viéc sir dung hop phép
mét dich vu duoc trién khai trén mang. Mot cudc tin cong DdoS c6 thé dung nhiéu dbi
tugng, phuong thic dé dat duoc muyc tiéu nay.

Thong thudng, c6 mot s6 cach dé thuc hién mot cude tan cong DDoS:

Cach thi nhdt, ké tan cong c6 thé giri mot ludng géi tin dén nan nhan; ludng nay tiéu
thu mot s6 tai nguyén quan trong, do d6 khién tai nguyén khdng kha dung cho cac khéch
hang hop phap cua nan nhan.

L Phong Bam bao chdt hrong va Khao thi, Truwong Bai hoc Hong Purc; Email: nguyenthecuong@hdu.edu.vn
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Cach thi# hai, ké tan cong giri mot vai goi tin khong dung dinh dang gay nham lan
cho mot tng dung hoac mot giao thirc trén may nan nhén va budc may tinh d6 phai dong
bang hoac khaoi dong lai.

Céch thi# ba, chiém quyén sir dung cac may trong mang nan nhan va tiéu thu mot sb
tai nguyén quan trong dé cac may khach hop phap tir cing mot mang khong thé nhan duoc
mét sé dich vu bén trong hoac bén ngoai.

Nhin chung, ¢6 nhiéu cach khac nhau dé tir chéi dich vu trén internet, mot sé cach
ma chang ta khdng thé doan trudc duoc va nhirng cach nay sé chi duoc phét hién sau khi
chung di bi khai thac trong mét cudc tan cong 1on.

2. CAC NGHIEN CUU LIEN QUAN BEN DU DPOAN TAN CONG TU CHOI DICH VU

Trong phan nay, tac gia trinh bay mét sé nghién ctu c6 lién quan dén viéc chéng
tan céng DDoS duya trén cac ky thuat hoc may va hoc sau.

Céc giai phap bao mat nhu Hé théng ngin chin xam nhap (IPS) va Hé théng phat
hién xdm nhap (IDS) duoc sir dung dé dam bao an ninh mang. Véi cac thuat toan hoc may,
hé thdng IDS di c6 duoc kha nang dua ra cac nhan xét va du doan tuong déi chinh xac vé
cac tan cdng. Pérez-Diaz va cong su [1] dé& xuat mot giai phap kién tric méi dé phat hién
cac cudc tin cong DDoS ty 18 thap (LR-DDoS) va giam thiéu do thiét hai cua cac cudc tan
cdng trong cac hé théng SDN. Giai phép kién tric bao gébm céc mo-dun IPS va IDS dugc
dat trén bo diéu khién. Viéc phat hién tan cong duoc thuc hién bang cach sir dung cac
phuong phap hoc may va hoc sau dugc dao tao khac nhau thong qua giao dién lap trinh tng
dung nhan dang (API) dwoc dit trong md-dun IDS. Két qua thir nghiém cho thay, thuat
toan Multi-Layer Perceptron (MLP) cho két qua tét nhat voi do chinh xac 95% trong sb 6
thuat toan hoc may khac nhau dugc sir dung. Shoo va céng su [2] da gidi thiéu mot md
hinh tién hoa méi dé phan loai luu lwong tan cong DDoS trong méi trudng SDN. M6 hinh
sir dung thuat toan SVM két hop dé phan loai cac luu lwong doc hai véi cac luu luong binh
thuong. Cac thuat toan di truyén (GA) da dwoc sir dung dé toi wu héa SVM khi xac dinh
thanh phan chinh ciia nhan (KPCA) nhu mét phuong phap lya chon thudc tinh dé cai thién
hiéu suat phan loai caa md hinh. Két qua thuc nghiém cho thiy d6 chinh xac cua phuong
phép két hop dé xuat 1a 98,9%.

Kyaw, Aye Thandar va cac cong su [3] da sir dung hai thuat todn hoc may (polynomial
SVM va linear SVM) dé phét hién cac cudc tan cong UDP Flood trong méi truong SDN. Céac
tac gia da sir dung cdng cu Scapy dé tao goi luu lwong. Hé thong di thu thap cac dong tinh
thdng qua b chuyén mach OpenFlow. Sau giai doan trich xuat dic trung, cac tac gia so sanh
hiéu suat phan loai ciia cac md hinh SVM tuyén tinh va da thirc. Két qua thir nghiém cho thay
thuat toan Polynomial SVM c6 ty 1é bao dong sai thap hon 34% véi d6 chinh xé&c tét hon 3%.

Janarthanam, S va cac cong su [4] da dé xuat khung bao mat phat hién cac cudc tan
cong DDoS trén moi truong SDN. Khung dya trén mo hinh hoc tap thich ang st dung tap
dir liéu lich sir @& phan loai Iuu lugng. CAc tac gia di s dung phuong phép xac nhan chéo
dé c6 két qua phan loai hiéu qua. Tan, Liang va cong su [5] d& xuat mot mé hinh bao mat
méi cho cac cudc tan cong DDoS trong mdi truang SDN. M6 hinh gdm 2 mo-dun: Mo-dun
xu ly dir liéu str dung thuat toan K-Means dé lya chon tinh niang tt nhat va mo-dun phat
hién sir dyng thuat toan k-lang giéng gan nhat (kNN) dé phat hién cac luong tan cong.
Phwong phap c6 do chinh xac 98,85% véi ty 1é dung dén 1én dén 98,47%.
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Deepa, V. va c4c cong sy [7] da dé xuat mot k§ thuat tong hop dé phét hién cac cugc
tan cong tir chéi dich vu (DDoS). Céc tac gia da stir dung 4 md hinh hoc may khac nhau dé
phat hién luu lugng truy cap dang ngo trong méi truong SDN. Thuat toAn SVM-SOM cho
két qua tot hon so véi cac thuat toan ML khéc véi do chinh xéac 98,12%. CAac tac gia trong
[8] d3 giGi thiéu mot hé thong phat hién tin cong DDoS cho SDN. Hé thdng sir dung 2 giai
doan bao mat. Thir nhit, ho sir dung Snort dé phat hién cac cudc tan cong dua trén chit ky.
Sau d6, ho sir dung trinh phan loai SVM va méd hinh hoc may mang no ron sau (DNN) dé
phan loai tan cdng. Két qua thuc nghiém da chang minh DNN c¢6 ty 18 chinh xac phan loai
t6t hon SVM 14 92,30%.

Bai béo tap trung vao viéc tiép can vai cac co so dir liéu méi nhat tir cac mang SDN
va str dung mot sé giai thuat tri tué nhan tao, hoc may dé xay dung md hinh du doan.

3. CAC KY THUAT TRIi TUE NHAN TAO SU DUNG TRONG DU BOAN
3.1. Cay quyét dinh

Cay quyét dinh [9] 1a mot cdu trdc biéu dién duéi dang cdy. Trong d6, mdi node
trong (internal node) bidu dién mét thudc tinh, mdi nhanh (branch) bidu dién gia tri c6 thé
c6 cua thuge tinh, madi 14 (leaf node) biéu dién cac 16p quyét dinh va dinh trén cing cua cay
goi la gdc (root).

Trong linh vuc hoc may, cdy quyét dinh 13 mot kiéu mo hinh du bao (predictive
model), nghia 1a mot &nh xa tir c4c quan sat vé mot sy vat/hién tuong toi cac két luan vé gia
tri muyc tiéu cua su vat/hién tugng. Mdi nat trong (internal node) twong tng véi mot bién;
duong ndi gitra nd véi nit con caa né thé hién gia tri cu thé cho bién d6. Mdi nut 14 dai dién
cho gia tri dyu doan cua bién muc tiéu, cho truéc cac gia tri du doan cua cac bién duogc biéu
dién boi duong di tir nut gbc toi nat 14 d6. Ky thuat hoc may dung trong cay quyét dinh
duoc goi 1a hoc bang cay quyét dinh, hay chi goi véi cai t&n ngan gon la cay quyét dinh.

3.2. Mé hinh Logistic Regression

Cac md hinh phan loai déu tim cach chia dix liéu thanh cac nhém dir liéu c6 tinh chit
phan biét nhau. Hdi quy logistic ciing tim kiém mot dudng bién dé phan chia tap di lidu
trong bai todn nhi phan thanh hai nhém 0 va 1, twong duong vai viée xac dinh tinh cé hay
khong mét tinh chat nao d6 cua dbi tuong.

Trong hdi quy logistic [3] can mot ham s ¢6 tac dung chiéu gia tri du béo 1én khdng
gian xac suat nam trong khoang [0,1] va dong thoi tao ra tinh phi tuyén cho phuong trinh
hoi quy nham gidp tao ra dudng bién phan chia giita hai nhom tt hon. Viéc xac dinh duoc
cac phuong trinh hoi quy tét s& ting dugc hiéu qua cuia mé hinh phan 16p, nham ting tinh
hiéu qua trong qua trinh dyu doan.

3.3. M0 hinh Random Forest

M0 hinh ring cay (Random Forest) dugc huan luyén dua trén su phdi hop gitra luat két
hop (ensembling) va qua trinh lay mau tai lip (boostrapping). V& co ban thuat ton nay tao ra
nhiéu cay quyét dinh ma mdi cay quyét dinh duoc huan luyén dya trén nhidu mau con khac
nhau va két qua dy béo 1a bau cir (voting) tir toan bd nhiing cay quyét dinh. Két qua du béo 1a
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két qua duogc tong két tir cac mo hinh du béo khéac nhau nén két qua ciia md hinh khéng bj
léch va phuong sai cia md hinh tong hop nho hon so véi viéc sir dung mot mé hinh doc lap.
Diéu nay giai quyét duoc van dé qué khép (overfit) trong qué trinh huan luyén di lieu.

3.4. M6 hinh Support Vector Machine

Thuat toan Support Vector Machine [10] la thuat todn kha hiéu qua trong I6p céc bai
toan phan loai nhi phan va du bao cua hoc c6 gidm sat. Thuat toan nay co wu diém 14 hoat
dong tét dbi véi nhitng mau dit liéu c6 kich thudc 16n va thudng mang lai két qua vuot troi so
vai lop cac thuat toan khac trong hoc cé giam sat.

4. XAY DUNG CO SO DU LIEU HUAN LUYEN VA THU NGHIEM MO HINH

Tac gia str dung cac mé hinh da dugc xay dung, sau do thu thap, xay dung bo dir liéu
huan luyén cho cac mé hinh nham tim kiém mé hinh tét nhat cho qua trinh dy doan.

4.1. M0 ta dit ligu
Dit liéu huan luyén 12 tap dit liéu duoc tao ra bang cach sir dung trinh gia lap mang con

(mininet). Md phong mang duoc trién khai cho luu lugng TCP, UDP va ICMP lanh tinh va
lwu lwong doc hai, day 1a két qua cua cac tin cong TCP Syn, UDP Flood va ICMP.

Bang 1. Danh sach cac dac trung cia div liu

TT| Tén Mo ta TT Tén Mo ta
Ngay gio duge chuyén X A X1 A
1 |dt 481 thanh 6 13 |byteperflow|S6 byte trén moi luong don
2 lswitch Ma s0 cta bo chuyén 14 |ptkrate Sg g01 tin truyén di trong moi
mach glay
3 |src Dia chi nguén 15 |Pairflow SO cé@p luong
4 |dst Dia chi dich 16 |Protocol Giao thue duge thyc hién
5 |ptkcount |S6 lugng goi tin 17 |port_no SO cong truyén tin
1 S6 luong goi tin truyén di tir cac
6 |bytecount |So lugng byte 18 |tx_bytes céng b chuyén mach
7 ldur T_}}(n luong dugc tinh theo 19 |rx_bytes 89 lu(_m% g61 tin nhén vé ¢ cong
giay bd chuyén mach
8 ldur nsec Thoi 1qgng duogc tinh theo 20 [tx_Kbps TPong lgqng truyén di qua cong
- nano giay - bd chuyén mach
9 |tot_dur Tpng thoi lugng cua dur 21 [rx_Kbps T}long 112'()‘1’1g nhén vé qua cong
va dur_nsec b chuyén mach
10 |flows SO ludng 22 |tot kbps  |Tong thong luong
11 |packetins |So tin nhan 23 |label Nhén (lanh tinh, doc hai)
12 |ptkperflow|S6 géi trén mdi luong don

4.2. Phan tich cac dac trung cua dir lidu

Téc gia danh gia, phan tich cac dic trung cua dir liéu dé tim ra cac mdi quan hé giira
cac dic trung cua dit liéu huan luyén.
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4.3. Lwa chon dac trung dir liéu

Trong bai bdo nay, tac gia st dung giai thuat NCA (Neighbourhood Component
Analysis) dé tim kiém cac dic trung phut hop nhét cho viéc xay dung mé hinh phan 16p cua
hon 100.000 ban ghi, trong d6 c¢6 22 dic trung lién quan dén mang SDN.

Sau khi phan tich 22 dic trung mang bang thuat toan NCA, qué trinh phan loai dau
tién duoc thyc hién véi 8 dic trung co gia tri chi s6 16n hon 9. Trong nghién ctiu thir nghiém
thir 2, 14 dic trung hiéu qua da duoc chon va dua ra 1am dit liéu ddu vao cho céc thuat toan
hoc may. Danh sach 14 dic trung va gia tri trong s6 hiéu qua nhat dwoc NCA lya chon.

Bang 2. Danh sich cac dic trung va gia tri trong sé twong wng

TT|  Dic trung Trontgr]] ;()) SJ%OAC\ tinh T Dic trung Trong so ﬁf:OAC tinh theo
1 src 17,87 8 rx_kbps 9,66
2 pktcount 15,16 9 flows 8,95
3 dst 13,64 10 bytecount 4,92
4 | Dbyteperflow 12,97 11 dt 2,33
5 pktperflow 11,35 12 protocol 1,31
6 pktrate 11,35 13 dur 1,11
7 tot_kbps 9,68 14 tot_dur 1,11

Boi vi cac dac trung nhu src, dst, dt la khong can thiét dé trién khai mé hinh nén ta
loai bo cac dac trung nay khoi danh sach cac dac trung lua chon.

Sau do, tac gia tinh muc d6 tuong quan gitra cac dic trung nham xac dinh mirc do
phu thudc cia cac dac trung.

-10
pkicount -

byte perflow

-08

prtperflow

pktrate

ftot_kbps JRUGE

ni_kbps JRUEVEE]

flows

bytecount

m_kbps
du
tot_dur -

bytecount

pktcount
byteperflow
prtperflow

Hinh 4. Biéu dé mirc dd twong quan giira cac diic trung
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Khi xem xét bang twong quan, ta théy c6 mot sb dic trung 1a trang nhau hodc c6 do
twong quan 16n nhu “dur” va “tot_dur”, “pktperflow” va “pktrate”, do vay, ta loai bo 3 dac
trung 1a “dur”, “pktrate”, “pktperflow” ra khoi bang dir liéu. Khi do6 ta co:

-10

- 08

n kbps 1ot kbps byteperflow pktcount
|

bytecount  flows

ot dur

pktcount  byteperfiow  of_kbps m_kbps Rows bytecount wor_dur

Hinh 5. Biéu d6 twong quan giira cac dic trung sau khi lya chon diic trung

4.4. Lwya chon md hinh dw béo

Ung dung ky thuat lya chon dic trung vao co sd dir liéu, khi dé, tac gia thuc hién
viéc xay dyng mo hinh véi 7 dic trung c¢6 ¥ nghia quan trong véi cac thdng tin vé mang
SDN. D¢ 1a cac dac trung: pktcount, byteperflow, tot kbps, rx_kbps, flows, bytecount,
tot_dur. Két qua trién khai cho thiy, d6 chinh xéac cao nhat khi sir dung mé hinh Random
Forest, véi d6 chinh xac la 99,42%.

Sur dung ky thugt Logistic Regression

Accuracy: 75.20%

Best solver is : sag

precision recall fl-score support
0O 08 077 0.81 20965
1 060 072 0.65 10187
accuracy 0.75 31152

Sur dung ky thugt Support Vector Machine

Accuracy of SVM model 92.0%

Best kernel is : rbf

precision recall fl-score support
0 09 096 093 17757
1 095 086 090 13395
accuracy 0.92 31152
Sur dung ky thugt Random Forest
Accuracy of RF is : 99.42%
precision recall fl-score support
0 099 100 1.00 18922
1 100 099 099 12230
accuracy 0.99 31152
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Sur dung ky thudt Decision Tree

The Accuracy is : 94.19%
precision recall fl-score support
0 091 100 095 17287
1 100 087 093 13865

accuracy 0.94 31152

5. KET LUAN

Trong bai bao, tac gia da gidi thiéu cac k¥ thuat tri tué¢ nhéan tao thuong duoc sir dung

dé xay dung cac mo hinh phan 16p, dy doan. Tac gia st dung 4 giai thuat bao gom cay
quyét dinh, Logistic Regression, Random Forest va Support Vector Machine ciing véi giai
thuat lya chon dic trung dé xay dung mé hinh dy doan kha ning xay ra hién tuong tin
cdng DDoS trong cac mang dich vu SDN. Két qua cho thay, md hinh Random Forest cho
két qua du doan tt nhat, dac biét 1a c6 sy hd tro cua giai thuat lya chon dic trung NCA.
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APPLYING ARTIFICIAL INTELLIGENCE IN DETECTING DENIAL
OF SERVICE ATTACKS

Nguyen The Cuong, Nguyen Thu Huong
ABSTRACT

Distributed denial-of-service (DDoS) attacks pose significant threats to the Internet
and entities within networks. Various defense mechanisms have been proposed to
counteract this form of attack. However, attack support tools are constantly upgraded to
bypass security systems. Early detection of these attacks can help systems minimize risks,
especially for service-providing systems. The application of artificial intelligence in
network monitoring to detect the emergence of DDoS attacks is gaining significant
attention. In this paper, we propose a solution that applies artificial intelligence to detect
DDoS attacks based on network monitoring data.

Keywords: Cyber attacks, artificial intelligence, denial of service, service networks.
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