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Phat hién gia mao khuon mat la mot budc quan trong trong cdac hé tho”hg nhan
dang khuon mdt. Gan day, su phat frién ciia cac mang no-ron tich chdp (Convolution
Neural Networks - CNNs) dang cho thdy két qua vieot tréi so véi cac phwong phdp
truyén thong sir dung cdc thudt todn xie 1y anh khdc. Bén canh do, xu huéng di dong
héa dang d@oi hoi cac phan mém can dép veng dwoc kha ndng thiee thi trén cdc thiét bi
c6 nang lyc han ché nhw dién thoqi, thiét bi nhing. Trong bai bdo nay, ching téi de
xudt mang no-ron tich chdp hduNet diwoc phdt trién tir mang MobilenetV?2 ciia Google
de phat hién gia mao khuon mdt nham hwong toi muc tiéu chay trén cdc thiét bi phdn
cieng yéu khong sir dung bg xir Iv @6 hoa (GPU) ma van dap iing dg chinh xdc. Ngodi
ra, chiing t6i ciing bé sung thém 5000 diF liéu anh mang ddc trung ciia ngudi chau A
dé tang cwong hiéu qua va trdnh viéc mdt cdn bang trong bé dir liéu chudn
LCC_FASD [1] von chi thién vé anh gia mao véi 16885 anh gia mao va chi 1942 anh
thit. Cudi cung, chung toi thuc hién danh gia hiéu qua cua mang dé xudt trén tap dir
liéu méi thu thdp va ving dung két qud trong mot tmg dung thiee tién cu thé.

Tir khoa: Gid mao khuén mat, phwong phdp hoc chuyén giao, phiwong phdp
tinh chinh, mang no-ron tich chdp.

1. PAT VAN PE

Céac cudc tn cong gia mao da trd thanh mdi de doa bao mat nghiém trong cho
cac hé thdng xéc thuc, do chung cé thé duoc st dung dé truy cép trai phép vao hé
thdng bang cich mao danh ngudi dung duoc Gy quyén. Cu thé, ké x4u cé thé d& dang
thuc hién cdc cude tin cong gia mao ddi véi cac hé théng xac thuc khudén mat béng
cach in anh cua ngudi duge Gy quyén 1én gidy hodc bang cach chup anh va hién thi
trén thiét bi di dong [2,3]. Nham d6i phé véi nhitng thach thirc ndy, mét sb ki thuat
chdng gid mao da dugc phat trién dé phat hién nhiing hanh vi gid mao. Céc hé thong
chéng gid mao dua trén mang no-ron tich chap gan ddy da thé hién sy hiéu qua vuot
tr6i ctia chung so véi cac phuong phép truyén thdng, vi thé chung 13 giai phap hira hen
dé thay thé céc k¥ thuat dua trén dac trung va thuat toan hoc may trudc day von dua
trén cac dic trung cuc bd dé nhay cam véi nhiéu va két qua kém chinh xac.

! Khoa Céng nghé Théng tin va Truyén théng, Truwong Pai hoc Hong Dikc
? S6 Céng Thwong Thanh Héa
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Tuy nhién, c6 modt xu huéng méi 1a nhan dang khudén mat dang dan chuyén sang
cac thiét bi di dong hodc thiét bi nhung. Piéu ndy yéu cu thuit toan chdng gia mao
khuén mit can duoc cai tién dé chay véi chi phi tinh toan va luu trit it hon. T quan
diém nay, viéc thiét ké cdc thuat toan chéng gid mao dya trén mang no-ron tich chap tro
nén thach thirc hon trong méi trudng di déng hoac nhing. Do dé, phat trién mot thuét
toan hoc sau di tot dé co thé chay duoc trén céc thiét bi cAu hinh thap nhung van dap
g dugce @6 chinh x4c cua thudt toan van dang can nhiéu dau tu nghién ctru.

DPéng gop chinh ciia chung t6i trong bai bao nay 1a d& xuit mot mang no-ron hoc
sau hduNet phat trién tir mé hinh MobileNetV2 duoc phat trién boi Google. Bén canh
do, sau khi nghién ctru nhitng bd dit licu vé gia mao khuon mat, ching t61 nhan théiy
diém khé khan va gid1 han vé muc do phong phu, da dang cua céc bo dit 1iéu hién nay
déu chua dap ung. Bai vi thé, chung t6i dong gbp thém vao 5000 dit 1iéu anh trong bd
dir liéu chudn LCC_FASD nham giam tinh trang mét cin bang va nang cao hiéu qua
ctia thuét toan dé phit hop véi dic trung cua ngudi chau A, cu thé 14 ngudi Viét Nam.

Bai bao dugc t6 chiic nhu sau: Phan 2 trinh biy cac cong viée lién quan dén
nhimg nghién ctru vé phat hién gia mao khuén mat. Phan 3 mo ta chi tiét vé phuong
phéap dé xuét cta chung t6i. Phan 4 sé& trinh bay cac qua trinh thuc nghiém va két qua
clia chiing t61, bao gdm ca viéc tién xi 1y dir lidu, va hdu xir Iy trong ngit canh tng
dung thuc tién. Cudi cling, cac két luan va nhimng dinh hudng phat trién trong twong
lai dugc trinh bay & phan 5.

2. CAC KY THUAT PHAT HIEN GIA MAO KHUON MAT

Nhin chung, cac nghién ciru vé phat hién gia mao c6 thé dugc chia thanh 2
phuong phap chinh gdm: phuong phap truyén thong va phuong phap st dung mang
no-ron tich chap CNNs.

Phwong phap truyén théng: Bai toan phat hién gid mao dugc quy vé bai toan phan
loai nhi phan bang phuong phap str dung vector hd tro (Support Vector Machine - SVM).
Cu thé, qua trinh dugc thyc hién theo cach sau:

Buoc 1. Trich chon cac dac trung béng cac bo loc khac nhau. Cac dac trung
dugc ap dung chi yéu bao gdm: Local Binary Patterns (LBP) [4,5,6], Scale Invariant
Feature Transform (SIFT) [7], Speeded-Up Robust Features (SURF) [8], Histogram of
Oriented Gradients (HOQG) [9,10], Difference of Gaussian (DoG) [10].

Buoc 2. Phan loai 1a gia hay that béng cach su dung thuat todn SVM hodc
Random Forest.

Tuy nhién, cdc téc gia [11] chi ra rang viéc phat hién dic trung bi anh huong rat
nhiéu béi moi truong, vi du nhu diéu kién anh sang. Hon ntra, phat hién dac trung cho
thdy cac han ché cua dic trung va cac diém dic trung khong cung cip nhiéu thong tin
nhu céc phuong thire CNN ¢6 thé mang lai véi cac tap dir liéu khong 16.
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Phuong phap CNNs: V& co ban, phuong phép st dung CNNs co thé duoc nhém
thanh 3 nhom.

Nhém 1. St dung duy nhat mot khung hinh mau RGB két hgp véi bd phan
loai. Hau hét céac phuong phap tiép can bﬁng cach st dung 1op cudi cung trong
mang CNNGs 14 tdng két nbi day dii (Fully Connected Layer) dé phan biét khuén mat
that va gia. Bén canh d6, cic tac gia [12] di dé xudt mot cach 1a khong 14y dic
trung ¢ tang cubi cung ma ho két hop str dung SVM va tang gan cudi dé phan biét
khudn mat that va gia. Cac tac gia 013] ting cuong thém bang viée 4p dung mang
hoc sau phat hién chép miat dé nang cao két qua. Va cac nghién ctru thiy ring nhém
phuong phap st dung anh RGB két hop véi mang hoc sdu CNN van c6 thé dugc cai
thién hiéu qua.

Nhém 2. St dung mang CNN véi nhiéu khung danh RGB két hop vé6i phuong
phap do ap luc tinh mach Remote Photoplethysmography (rPPG) [14] dé dua ra quyét
dinh. Phuong phap nay cho két qua t6t do nhitng khuén mait gia s& khong co céc tin
hiéu PPG nay. Nhung nhém phuong phap nay yéu cau can cé may anh chuyén dung
dé c6 thé do duge PPG, dong nghia vdi viéc can phat sinh thém khoan chi phi vi can
mua thém thiét bj ngoai.

Nhom 3. Két hop nhiéu loai anh RGB, anh h@)ng ngoai, anh 3D trén cung mdt
d6i twong dé truyén vao mang CNN nham trich chon dic trung va dua ra quyét dinh
[15]. Nhém phuong phap nay mic du cho thiy do chinh x4c cao nhét so vdi cac nhom
khac nhung yéu cau ngudn dit liéu va thiét bi phin cimg dé dap tng. Bén canh do, sir
dung nhiéu loai anh ciing yéu cau sd luong tinh todn 16n, diéu nay 1am cho thuét toan
kho c6 thé dat duoc tde d6 mong mudn.

Qua cac phuong phap trén, viéc ap dung kién tric mang trong lugng nhe chua
¢6 nhiéu sy quan tdm. Trong phan tiép theo, chung t6i d& xuit mang no-ron tich chap
CNNs ¢6 tén hduNet dua trén tinh chinh va ti uu kién trac mang CNNs ndi tiéng cta
Google 1a MobileNetV2 [16] dé dap tmg ca d6 chinh xéc va thoi gian xir ly.

3. PHUONG PHAP DE XUAT

Trong phan nay, chung t6i s& gidi thiéu chi tiét vé mang hduNet. Céch tiép can
cua chung to6i la tinh chinh va tdi vu mang no-ron nhan chdp dva trén mdt mo hinh
mang da dugc huan luyén caa Google 1a MobilenetV2. Phuong phéap nay thudng duoc
biét dén voi tén goi 1a hoc chuyén giao (transfer learning). Pay 1a phwong phép hiéu
qua dé cai thién téc d6 va hiéu sudt tr mé hinh mang dugc huin luyén thuc hién mot
nhiém vy ban dau chuyén sang thyc hién mdt nhiém vy thtr hai. Phuong phap nay
cling gitp tranh duoc tinh trang hoc qua nhé (overfitting) khi khong ¢6 sé lugng 16n
dir lidu hudn luyén tir dau, va vi thé ciing dong nghia véi viée tiét kiém duge tai
nguyén may tinh dé phuc vy huan luyén mé hinh mang no-ron.
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3.1. Kién tric mang dé xuit

Dbi v6i cac mang no-ron tich chap, thong thuong cé 2 hudng chinh dé thuc hién
hoc chuyén giao: cach don gian 1a tach 1ay bo trich chon dic trung (features extractor)
hoac ki thuat ning cao ma can doi hoi qué trinh thuc nghiém dé 1a tinh chinh (fine-tunes)
mo hinh. Trong bai bao nay, chiing t6i thuc hién theo hudng thir 2 nham muc dich dat
dugc mgt mo hinh mang no-ron nhan chap t6i wu.

Bang 1. So sanh md hinh mang ndi tiéng danh gia trén tap dir liéu ImageNet

Mang Kich thudc (MB) [P chinh xdc (%)| SO lugng tham sb
Xception 88 79.0 22.910.480
VGG16 528 71.3 138.357.544
VGG19 549 71.3 143.667.240
ResNet50 99 74.9 25.636.712

InceptionV3 92 77.9 23.851.784
MobileNetV2 14 71.3 3.538.984

Mang hoc sau dugc chung toi dé xudt 12 hduNet dugc phat trién tir mang
MobileNetV2 [16], mot trong nhitng mang hoc sau tién tién dugc Google dé xuat nam
2018. Chung t61 lya chon mang MobilenetV2 nham ké thira lai d6 chinh xéc (da duogc
huan luyén va kiém thir trén bo dit liéu imagenet chira 1,2 triéu anh [17]) va giai quyét
dugc kho khan (chi phi phén cung, thoi gian huén luyén) ma hién nay céc thuét toan
vé mang no-ron nhén tao dang gip phai. Ngoai ra, mang MobileNetV2 c¢é do chinh
xac khong thua kém cac mé hinh mang phd bién khac nhu VGG16, VGG19 trong khi
lugng tham s6 chi gan 4 triéu, khoang xdp xi 1/39 s6 luong tham sd cia VGGI16.
Bang 1 cho théiy théng ké so sanh do chinh xac, sb lugng tham sb mang cua mot sb
kién tric mang noi tiéng khac.

Hinh 1 mb ta kién tric tong quan v& hduNet. Khdi nét dut 1a phan kién tric cia
mang MobileNetV2. Kién triic mang MobileNetV2 nhan dau vao 1a anh 2D véi kich
thudc 224 x 224 pixel. Lop nhan chap dau tién véi 32 b6 loc (filters), theo sau la 19 khéi
(g6m nhiéu tang nhan chap ghép cung nhau). Ham kich hoat (activation function) duoc
st dung la ham rectifier linear unit (ReLU), tat ca kich thude ciia mat na loc 13 3 x 3.
Tang két ndi ddy du (full connected layers) ciia MobilenetV2 dugc ching toi loai bo,
thay vao d6 chiing t6i bd sung phan duge bao boi khdi nét lién gdm. Tang giam chiéu
tham sé, trong d6 chiing t6i lya chon ham giam chiéu la GlobalAveragePooling, theo
sau 13 tAng két ndi va st dung ham Softmax dé phan loai anh that hay anh gia mao.
Viéc lam nay nham diéu chinh muc tiéu cua kién trac mang ban dau dé thue hién muc
tiéu cua bai toan phat hién gid mao khudén mit. Trong phan ké tiép, chung t6i s& trinh
bay chi tiét viéc huan luyén mang hduNet.

86



TAP CHI KHOA HQC TRUONG PAI HQC HONG DPUC - SO 51.2020

Added block

... S /—
i — 5

v

19 convolution blocks

GlobalAveragePolling
Den se{softmax)

e \ :kr‘ane J

Hinh 1. Kién tric téng quan ciia mang hduNet

3.2. Co s dif lidu

Ba co s¢ dit liéu duoc st dung gdm LCC_FASD [1], NUAA [18] va hduDB la
co so dir liéu dong gop cua chung toi.

That Giz’l mao That Gia mao
(a) Minh hoa hinh anh trong (b) Minh hoa hmh anh trong
tap dir lieu LCC _FASD tap dir lieu NUAA

Hinh 2. Mt phin cia 2 tip dir lifu LCC_FASD va NUAA

Co s6 dir licu Large Crowdcollected Facial Anti-Spoofing Dataset
(LCC_FASD) chira 3 tip con gém trainning, development va evaluation. Téng cong
gdm 243 d6i tuong (ngudi chau Uc) voi 1942 anh that va 16885 anh gia mao. Hinh
anh dugc thu thap tu nhiéu nguén nhu Youtube, Amazon, Toloka,... véi hinh thic gia
mao trén 83 loai thiét bi (may anh 36, dién thoai,...) khac nhau. Hinh 2 (a) mo ta mdt
phan cua tap dir liéu LCC_FASD.

Co sé dif lieu NUAA Photo Imposter Database (NUAA) chtra 15 ddi twong (nguoi
Trung Qudc), gdm 5105 anh that va 7509 anh gia mao tai nhiéu vi tri (van phong, ngoai
troi, ...) va diéu kién anh sang khac nhau. Co s& dit liéu chia 1am 2 tap training va testing,
Hinh 2 (b) minh hga mot phén anh that va anh duoc gia mao cua bd dit liu NUAA.
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Sau khi phén tich 2 bd co s& dir lidu chuan, duoc sir dung trong nhiéu nghién
clru vé phat hién gid mao khudén mat [8,9,10,18], chung t61i nhén théiy réng. Co so dir
liéu LCC_FASD tap trung phan 16n vao thu thap anh gia mao vdi ti 1& anh that/anh gia
mao chénh 16ch nhau rat 1én x4p xi 1/9 diéu nay c6 xu huéng dan dén két qua qua
trinh huan luyén mang no-ron bi kém chinh x4c (underfitting). Trong khi d6, co s& dir
liéu NUAA vé6i s6 luong ddi tugng khong nhiéu, chi 15 ngudi khéc nhau. Ngoai ra
dang tdn cong clia co so dir lidu NUAA chi 1a phuong phap chup anh va in lai trén
gidy A4 (2D print-attack) ma khong ¢6 da dang héa hinh thirc tdn cong bang cach
quay chyp lai khuén mat tir thiét bi s6 nhu dién thoai, may tinh bang,... (video replay
attacks). Chinh vi thé, véi ky vong c¢6 mot mo hinh mang tdt, c6 tinh tong quét cao,
phu hop véi dic trung cua nguoi chdu A trong ca qué trinh hudn luyén va qua trinh
kiém thir thyc té. Ching t6i xay dung co s& dit liéu méi, hduNet, tong hop dua trén 2
co so dit lidu trén va déng gép thém nhim muc tiéu phu hop véi dir liéu ngudi chau
A, chi tiét duge mo ta trong bang 2.

Biang 2. Théng ké s6 lwong anh trong tip dir liéu hduDB

Phén Anh g1a mao Anh that
Training 8000 4800
Valuation 2000 1200
Evaluation 4436 330
Téng 14436 6330

4. THUC NGHIEM VA KET QUA
4.1. Moi truwong thuc nghiém

Thuét toan duoc cai dit bang ngdn ngit Python trén thu vién hd trg phat trién
thudt toan hoc sau Keras®. Ngoai ra qua trinh huén luyén thyc hién trén may tinh véi
hé diéu hanh Ubuntu 18.4-LTS duoc trang bi Intel(R) Xeon(R) W-2133 CPU @
3.60GHz (16GB RAM), NVIDIA GeForce GTX GPU (11GB).

4.2. Tién xir Iy dir liéu

Do st dung 3 nguén dit liéu khac nhau, dé thuc hién huin luyén mo hinh mang
no-ron nhan chip chung t6i cai dit mot sé budc tién xir 1y dit liéu gém:

Co s6 dir ligu LCC_FASD va NUAA: Thuc hién co, gian anh vé kich thude
chung 13 128 x 128. Piéu nay ddng nghia véi viée kich thude anh diu vao trong mang
hduNet 1a 128 x128, khong phai la 224 x 224 ctia mang MobileNetV2. Diéu nay, ciing
giip giam duoc chi phi tinh toan trong mang no-ron.

3 Thue vién Idp trinh mang hoc sdu (deep learning): htps://keras.io/
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Co s¢ dit 1iéu hduNet: Vi dit liéu do chung t61 thuc hién dang & muc tho g6m cac
video quay chup tur camera an ninh, thiét bi di dong,... nén chung t61 thyc hién qua trinh
xtt 1y theo cac bude nhu sau: Dau tién, video dau vao dugc phan doan thanh cac khung
hinh tuan tu. Budc tiép theo, ching t61 thuc hién thuat toan phat hién khuoén mat trong
khung hinh. Thr ba, vé1 nhitng khung hinh c6 chtra khuén mat chung t61 xac dinh kich
thudc cua chung va cit vung anh chra khuén mit dé luu trit. Cudi cing, v6i mdi anh
méi chi chira khuén mit duoc didu chinh vé kich thudce chuén 128 x 128.

4.3. Huén luyén va danh gia mé hinh

Chung t6i hun luyén mang hduNet véi nhiing tham s6 mang gdm: learning rate
1a 0.0001, kich thudc batch size 13 32, thuat todn t6i wu Adam [19] va sb luong
Epochs 1a 28. Hinh 3 mé ta qua trinh hudn luyén mang hduNet.

Training Loss and Accuracy on Dataset
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0.8 -

g
o

Loss/Accuracy
=]
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\

0.2 - —— frain_loss
—— val_loss
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e e e A .

0 5 10 15 20 25 30
Epoch #

Hinh 3. Biéu do huin luyén mang hduNet véi so lwgng Epochs 1a 28

Qua hinh 3 cho chung ta thdy mé hinh mang no-ron hduNet hoc kha tot, diéu
nay dugc thé hién qua 2 qua trinh hudn luyén (training) va kiém thir (validation). Biéu
d6 ham muc tiéu (loss) va d chinh xéc (accuracy) cta huin luyén va kiém thu déu
bam sat nhau va dat két qua an twong khi két thuc huan luyén véi gid tri ham muc tiéu
giam con 0,02 va dd chinh xac dat 0.98 con qua trinh kiém thu gia tri ham muc tiéu va
d6 chinh xac twong tng dat 0,08 va 0,97.

Pé danh gia chit luong mang no-ron va do tong quét dir liéu ciia mé hinh
hduNet chung t6i1 thuc hién chay mé hinh mang trén mdt tap ditr li¢u danh gia
(evaluation data) gém 4436 anh gia mao va 330 anh that, khong nam trong di liéu
dung huan luyén va kiém thir. D6 do ma ching t6i sir dung 14 3 do do phd bién duogc
st dung danh gia cac hé théng sinh tric hoc gdbm: Do chinh xac (Accuracy) cong
thie (3), Ti 1¢ phan loai anh gia mao nham thanh anh that (False Acceptance Rate -
FAR) cong thirc (1), Ti 1& phan loai anh that bi nham thanh gia mao (False Rejection
Rate - FRR) cong thirc (2). Bang 3 dién giai cach tinh FAR, FRR va Accuracy.
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Bang 3. Ma trin nhim lan (Confusion matrix)

Phan 16p boi hé thong
Lép -
That Gia mao
Phén 16p dung| That TP FN
(nhén) Gia mao FP TN

Trong do:

TP: S6 luwong cac mau thudc 16p that dugc phan loai dung la anh that.

FP: S6 lugng cac mau thudc 16p gid mao dugc phan loai nham thanh anh that.
FN: S6 lugng cac mau thudc 16p that dugc phan loai thanh gia mao.

TN: Sé lugng cic mau thude 16p gid mao duoc phéan loai dung 13 gia mao.

N: Tong sb lugng cac mau duoc danh gia (N = 4436 + 330 = 4766).

FAR = kil (1) FRR = FN (2)
N N

TP+TN
| ——

Két qua tuong ung chung to6i thu dugc la FAR = 0.124, FRR =0.008 va
Accuracy = 0.867. Két qua cta chung t61 dugc dem so sanh vai két qua do chinh xéc
cua nhom tac gia [1] cung str dung cdc mang no-ron nhan chap CNNs khac.

Bang 4 cho chung ta thiy mac du két qua do chinh xac cia chung t6i thap hon
gan 10% so véi kién triic mang tot nhat SeNet-154, nhung theo bang 1 chiing t6i da
chi ra ring myc tiéu cua kién trac mang nay can dat duoc 1a kich thudc mang can du
nhe v6i sé luong tham sé it. Chung t6i danh d6i mot ti 18 dé dat duoc kién triic mang
nhe va d6 chinh x4c van & mitc cao 1a 86,7%. Ngoai ra, trong cac kich ban tmg dung
thuc té hé théng nhan dang khudén mat phai déi mat véi qua trinh ddi sanh va nhan
dang khuén mat, cong doan nay cé thoi gian tinh toan ti 1¢ thudn véi ) luong mau

Accuracy =

(nguoi) trong co so dir licu ddi sanh. Hoic 13, trong cac ing dung ma viéc doc dir licu
tir ludng camera vdi toc do thong thudong 24 hinh/gidy, tde do xir Iy cua céc tng dung
1a diéu can duogc wu tién. Dé ddi phé véi rang bude xtr Iy ludng video tir camera ching
t6i s& trinh bay cu thé trong phan tiép theo.

Bang 4. So sanh dg chinh xac ciia hduNet va cac CNNs

Mang CNNs | D¢ chinh xac (%)
Xception 95.9
ResNext-50 94.0
SeNet-154 96.2
hduNet 86.7
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4.4. I'J’ng dung thye tién

Trong cic ung dung thuec tién, viéc phat hién gia mao khuén mit thuong di kém
cung nhiéu thuat toan khac nhu phét hién khuén mit, danh ddu diém dic trung (mat,
mii, miéng) trén khudén mat, trich chon dac trung (embedding features) va phan loai.
Ngoai ra, dit liéu dau vao thuong s& 1a ludng video duoc doc tir camera, webcam thay
vi anh tinh nhu qua trinh huén luyén va kiém thir. Chinh vi thé, thuat toan tré nén thach
thirc hon véi viée xu 1y ludng dit liéu video (trung binh khoang 24 khung hinh/gidy).
pé giai quyét khé khan nay, ching t6i cai dat thém mat thuat toan hau xu ly (post-
processing) dugc trinh bay dudi day.

Thuat toan: phat hién gia mao khuén mat véi dir licu video

Pau vao: Anh thu nhan tir webcam, camera

01 : While True :

02 : Begin :

03 : count_real =0

04 : Do tim va phat hi¢n khuoén mét trong anh

05 : Cat vung khudn mit phat hién

06 : Phat hién khuon mat gia mao

07 : count_real +=1

08 : If count_real > 5 :

09 : Begin :

10 : Hién thi va vé& hinh bao quanh khuén mat véi nhin real
11 : count real =0

12 : End if:

13 :else

14 : Hién thi va v& hinh bao quanh khuén mat véi nhan fake
15: End

Face Detection g Anti—spoofing by HI

(a) (b) (c)
Hinh 4. Mt s6 két qua thye nghiém phat hién gia mao khudén mit tir camera giam sat
(a) khuon mdt that truéce camera, (b) khuon mdt gia mao dwoc chup bcing dién thoai,

(c) khuén mat gia mao dwoc in twr anh
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Dé danh gia vé thoi gian xtr 1y, chung toi thue nghiém mo hinh hduNet trén may
tinh thong thuong dugc trang bi CPU Intel® Core™ 15-5300U, RAM 4GB. Qua bang
5 cho chiing ta thdy rang, mic di hduNet c¢6 thoi gian xir 1y t6i da x4p xi dat 15.4 FPS
(Frames Per Second) nhung véi viée két hop vao bo do tim khudn mat va hau xir ly thi
vé tong thé thoi gian xur 1y van cho két qua gan thoi gian thuc (real-time) vdi trung
binh 22.5 FPS. Nhu vay, két hop mo6 hinh hduNet va ap dung thém ki thuét hau xur ly,
thuat toan ctia chiing t6i trd nén bén viing va c6 tiém nang tng dung trong céc giai
phap thyc té hon. Hinh 4 m6 ta mot s6 két qua thuc nghiém khi chay mé hinh trong
diéu kién thuc té.

Bang S. Thoi gian xir ly

Mo hinh Max FPS
hduNet 154
Tich hop hé théng 22.5

5.KET LUAN

Trong bai bao nay, chung tdi trinh bay mot hudng tiép cAn méi ma st dung
phuong phép hoc chuyén giao trong cic mang no-ron tich chap dé gidi quyét van dé
phat hién gia mao khuon mat. Ngoai ra, ching toi ciing déng gép thém dé xdy dung
mot co s& dir li€u danh cho viéc phat hién gid mao khuén mét vdi dac trung khudn
mat cua nguoi Chau A. Co s6 dit liéu méi khic phuc dugc nhiing han ché cua 2 co so
dir ligu LCC_ FASD va NUAA, tré thanh mot co s¢ dit li€u mang tinh dai dién tdt,
muc do tong quat va da dang cao. Nhin chung, giai phdp cta ching t6i don gian
nhung hiéu qua va dé sir dung trong céac tinh hudng tng dung thuc té. Trong tuong lai,
chung t61 hudng téi1 tich hop mo6 hinh phat hién gia mao khuén mat vao trong nhitng
ung dung nhu diém danh, chdm cong, khoa ctra nhan dang khuén mat.

TAI LIEU THAM KHAO

[1] D. Timoshenko, K. Simonchik, V. Shutov, P. Zhelezneva and V. Grishkin (2019),
Large Crowdcollected Facial Anti-Spoofing Dataset, in Computer Science and
Information Technologies (CSIT), Yerevan, Armenia.

[2] N. Evans (2019), Handbook of Biometric Anti-spoofing: Presentation Attack
Detection, Springer.

[3] Y. Li K. Xu, Q. Yan, Y. Li, and R. H. Deng (2014), Understanding osn-based
facial disclosure against face authentication systems, in Proceedings of the 9th
ACM symposium on Information, computer and communications security. ACM.

[4] Tiago de Freitas Pereira, Andre Anjos, Jos¢ Mario De Martino, and Sebastien
Marcel (2013), Can face anti-spoofing countermeasures work in a real world
scenario?, in International Conference on Biometrics (ICB).

92



TAP CHI KHOA HQC TRUONG PAI HQC HONG DPUC - SO 51.2020

[10]

[11]

[12]

Tiago de Freitas Pereira, Andre Anjos, Jos¢ Mario De Martino, and Sebastien
Marcel (2012), Lbp- top based countermeasuré against face spoofing attacks, in
Asian Conference on Computer Vision.

Jukka Maatta, Abdenour Hadid, and Matti Pietikainen (2011), Face spoofing
detection from single images using micro-texture analysis, in International joint
conference on Biometrics (IJCB).

Keyurkumar Patel, Hu Han, and Anil K Jain (2016), Secure face unlock: Spoof
detection on smartphones, in /EEE Transactions on Information Forensics and
Security.

Z. Boulkenafet, J. Komulainen and A. Hadid (2017), Face Antispoofing Using
Speeded-Up Robust Features and Fisher Vector Encoding, IEEE Signal Processing
Letters, vol. 24, pp. 141-145,.

J. Komulainen, A. Hadid and M. Pietikéinen (2013), Context based face anti-
spoofing, in [EEE Sixth International Conference on Biometrics: Theory,
Applications and Systems (BTAS), Arlington, VA.

J. Yang, Z. Lei, S. Liao and S. Z. Li (2013), Face liveness detection with
component dependent descriptor, in International Conference on Biometrics (ICB),
Madrid.

Zezheng Wang, Chenxu Zhao, Yunxiao Qin, Qiusheng Zhou, and Zhen Lei (2018),
Exploiting temporal and depth information for multi-frame face anti-spoofing,
CoRR, vol. abs/1811.05118.

Lei Li, Xiaoyi Feng, Zinelabidine Boulkenafet, Zhaogiang Xia, Mingming Li, and
Abdenour Hadid (2016), An original face anti-spoofing approach using partial
convolutional neural network, in Sixth International Conference on Image
Processing Theory, Tools and Applications (IPTA).

Keyurkumar Patel, Hu Han, and Anil K Jain (2016), Cross-database face
antispoofing with robust feature representation, in Chinese Conference on
Biometric Recognition.

Javier Hernandez-Ortega, Julian Fierrez, Aythami Morales, and Pedro Tome (2018),
Time analysis of pulse-based face antispoofing in visible and nir, in Conference on
Computer Vision and Pattern Recognition Workshops.

Shifeng Zhang, Xiaobo Wang, Ajian Liu, Chenxu Zhao, Jun Wan, Sergio Escalera,
Hailin Shi, Zezheng Wang, and Stan Z Li (2018), Casia-surf: A dataset and benchmark
for large-scale multi-modal face anti-spoofing, CoRR, vol. abs/1812.00408.

M. Sandler, A. Howard, M. Zhu, A. Zhmoginov and L. Chen (2018),
MobileNetV2: Inverted Residuals and Linear Bottlenecks, in Conference on
Computer Vision and Pattern Recognition, Salt Lake City, UT.

93



TAP CHI KHOA HQC TRUONG PAI HQC HONG DUC - SO 51.2020

[17] J. Deng, W. Dong, R. Socher, L. Li, Kai Li and Li Fei-Fei (2009), ImageNet: A
large-scale hierarchical image database, in /EEE Conference on Computer Vision
and Pattern Recognition, Miami, FL.

[18] Xiaoyang Tan, Yi Li, Jun Liu, and Lin Jiang (2010), Face liveness detection from a
single image with sparse low rank bilinear discriminative model, in the 11th
European conference on Computer vision, Berlin, Heidelberg.

[19] Kingma Diederik P, Ba Jimmy (2015), Adam: A Method for Stochastic Optimization,
in the 3rd International Conference for Learning Representations, San Diego.

[20] Howard AG, Zhu M, Chen B, Kalenichenko D, Wang W, Weyand T, Andreetto M,
Adam H (2017), MobileNets: Efficient Convolutional Neural Networks for Mobile
Vision Applications, in ArXiv.

A DEEP LEARNING TECHNIQUE FOR
FRAUD FACE DETECTION

Le Van Hao, Trinh Thi Anh Loan, Le Viet Nam, Nguyen Duc Toan

ABSTRACT

Fraud face detection is a crucial procedure for many face recognition systems.
In recent years, state-of-the-art approaches based on convolution neural networks
(CNNs) show impressive results compared to traditional methods using hand-crafted
features. In addition, the increasing trend of embedding the computer vision systems
on mobile devices requires that the designed algorithms are capable of dealing with
the time-critical constraint. In this paper, we first propose a CNN model, namely
hduNet, developed from Google’s MobilenetV2 that provides a flexible trade-off
between latency and accuracy, to detect different face spoofing attacks. We then
provide an addition dataset of roughly 5000 images capturing the characteristics of
Vietnamse people. Combining with LCC _FASD [1] dataset (which is only 1942 real
face images, while having 16855 fake face images), the proposed model is carefully
fine-tuned to optimize the computational cost as well as the classification accuracy.
To validate the model, different experiments have been conducted, demonstrating

interesting performance in comparison with other methods.

Keywords: Face anti-spoofing, transfer learning, fine-tunning, convolution

neural network.
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