TAP CHI KHOA HQC TRUONG PAI HQC HONG PUC - SO 56.2021

NGHIEN CUU, THIET KE HE THONG PHAN MEM QUAN LY,
PIEU KHIEN PEN GIAO THONG THONG MINH

Lé Viét Nam', Pham Thé Anh’, Mai Duy Linh?
TOM TAT

Giao théng luén la mét van de phirc tap cua bat ky thanh phé nao, dac biét la thanh
phé dang phat trién. Thanh phé Thanh Héa trong nhing ndm gan day da va dang phdt trién
V6i téc dg manh mé, nhiéu co sé ha tang giao théng diroc dau tu xdy dung. Tuy nhién, toc
do tang trueong Vé dan so, sw phat trién cua cdc doanh nghiép, xi nghiép lao dong ngdy cang
nhiéu da dan dén nhiéu van dé vé luu théng giao théng hang ngay. Bai bdo nay dé xuat xdy
ding hé thang phan mém quan 1y, diéu khién dén giao thong Véi cdc chirc nang chinh: theo
déi, gidm sat truc quan theo thoi gian trang thdi cia cdc deén trén phan mém, thiét lap va
diéu khién cdc kich ban giao théng phit hop Véi tinh hinh thuc té, img dung céng nghé tri
tué nhdn tao dé woc lirong heu lirong cdc phuong tién tai cdc nut giao thong.

T khoa: Smart Traffic, Deep Learning, CNN models.

1. PAT VAN BE

Hién nay, cong nghé diéu khién dén giao théng thong minh van méi dirng & mirc didu
khién co hoc cac thiét bi tai tru dén ma thiéu di mot bo xir 1y dir liéu thong minh. Hau hét
cac hé thdng dén tin hidu giao thong & nudc ta hién nay hoat dong dia trén nguyén tic dinh
thoi, voi chu ky tit mo dén xanh-do duoc thiét 1ap ¢d dinh cho ca 2 tuyén duong. Picu nay
t6 ra kém hiéu qua khi cac phuong tién luu thong trén hai tuyén dudng co su chénh léch.
Luong xe trén tuyén duong c6 luu luong cao sé tich lity theo thoi gian, 1a mot trong nhiing
nguyén nhan co ban din dén tic nghén. Didu nay khong chi gay lang phi vé thoi gian, nhién
liu ma con anh huong xau dén suc khoe, tim 1y nguoi dan va méi truong sinh thai.

Thuyc té, trong céc gio cao diém hang ngay trén dia ban thanh phé Thanh Hoa, vain dé
tac nghén giao thong di giy ra nhidu birc xtc cho ngu(n dan, lam glam chat luong cudc
song, giy ra cac tai nan dang tiéc. Bén canh d6, mot sé hé thong diéu khién phuong tién dén
giao thong nhiéu luc khong hoat dong, chang han hé thong dén tai cac ngi tu dai 16 V3
Nguyén Giap, ngi tu dudng Quang Trung, ... di 1am cho viéc luu thong hang ngay rat phuc
tap. Do Vvay, Viéc xdy dung cac hé thong didu khién dén giao thong thong minh 1a rat can
thiét va hiru ich, 1a giai phap tiém ning dé giai quyét cac van dé phuc tap vé giao thong.

Trén co s phan tich danh gia cac san pham diéu khién dén giao théng théng minh trong
va ngoai nudc, ching t6i nhan thiy cong nghé diéu khién deén giao thong thong minh hién tai van
mai ding & mirc didu khién co hoc céc thiét bi tai try dén ma thiéu di mot bo xtr 1y dit liéu thong
minh. Phan mém chiing toi dé xuét co kha nang diéu khién tu dong hodc thu cong tir xa, thiét lap
cac kich ban chay théng minh, hd tro nhiéu ché do tiy bién, cho phép quan Iy linh hoat mém déo,
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hé thong phan cang nho gon, bén vimg, c¢6 kha nang chay on dinh va khang 15i tot trong moi
trudng cong nghiép vai cac didu kién khic nghiét vé méi truong, cho phép nha quan 1y theo ddi
tir xa. Ngoai ra, v6i Su phat trién manh mé ctia cong nghé tri tué nhan tao (AI), cac mang hoc sau
da dat duoc nhiéu tién bo trong bai toan thi gidc may tinh va tng dung rong rai vao cudc sdng
nhu phat hién di twong chuyén dong, do tim ddi twong. Vi vdy, trong bai bao nay ching t6i 4p
dung cong nghé Al dé udc luong tu dong phuong tién tai cac nit giao thong. M6 hinh Al lya
chon ¢6 wu diém gon nhe, hoat dong hiéu qua trén cac may tinh c6 cAu hinh thép, tai nguyén han
ché. M6 hinh Al ciing c6 thé hoat dong hiéu qua trén hé théng may chi tir xa.

2. CAC HE THONG GIAO THONG THONG MINH

O cac qubc gia tién tién, giai phap dua ra 1a 1ap dat cac hé thdng camera dé ty dong
diéu tiét giao thong tai cac giao 16 trong yéu. Trong qua trinh phat trién hé thong kiém soat
giao thong, di co rat nhiéu cong bd vé viéc nghién ctru théng qua mé phong va thuc nghiém
nham t6i wu hoa cac b diéu khién dén tin hiéu. Trong dé, cac nghién ctru dién hinh vé viéc
sir dung k¥ thuat xt Iy anh két hop voi diéu khién mo (fuzzy control) dén tin hiéu da dugc
ap dung thanh cong [5]. Cac hé thdng nay co gia rat cao, vi du, mot hé thong dén giao thong
thong minh thuong mai st dung may tinh cong nghiép va cac camera giam sat duoc gidi
thiéu bai AdvanTech 1én dén hang ti ddng cho mdi chét giao thong [19].

Céc thuong hiéu ndi tiéng trén thé giGi trong linh virc phat trién hé théng diéu khién den
giao thong thong minh c6 thé ké dén 1a Rapid Flow Technologies (M) [20], Telensa (Anh) [21],
Miovision (Canada) [9], Nippon Signal (Nhat Ban) [10], BBM (Trung Quéc) [11].

MJGi hang san xuat déu co triét ly va giai phap riéng cua minh. Hang Rapid Flow
Technologies tap trung t6i wu thoi gian ude lugng luu lugng tham gia giao thong theo ting
gidy. Hang Telensa va hing BBM thi lai tap trung vao cong nghé san xuat bong den LED
thay cho cac dang bong truyén théng nham giam tiéu thu dién nang va két ndi van vat (10Ts)
dé cho phép diéu khién céc tin hiéu dén nay tir xa. Hang Nippon Signal tap trung vao cong
nghé phat hién nguoi di bo va phat hién xe bang cam bién hong ngoai.

Nhin chung, cac san pham diéu khién dén giao thong thong minh cia cic hing nudc
ngoai ké trén c6 2 nhuoc diém chinh ma kho c6 thé trién khai tng dung tai Viét Nam. Thi
nhét, chi phi trién khai cac san pham nha thong minh 1a kha dat do (vi du: chi riéng chi phi
lip tai mot diém nut giao thong tai cac thanh phd cia My nhu California, San Fracisco di
c6 gia tir 67.000 - 80.000 d6 la My [12]). Thir hai, kha niang tuy bién linh hoat cua cac hé
théng nhap khau tir nudc ngoai dé pha hop véi didu kién co so ha tang tai Viét Nam dang
con rat han ché [13, 14].

Tai Viét Nam, cong nghé diéu khién dén giao théng théng minh méi chi dugc nghién
cliru & Mot s6 it trudng dai hoc nhu dé tai cip Nha nude “Nghién ciu tng dung cong nghé Ty
d6ng hoa trong quan 1y diéu hanh giao thong d6 thi” do Truong Pai hoc Giao thong van tai chi
tri, d& tai do Hoc vién Cong nghé Buu chinh Vién théng vé “Nghién ciru phat trién hé thong du
doan luu luong va dinh tuyén thong minh cho giao théng do thi dua trén mé hinh két hop tinh
toan thong minh va khai pha dit liéu thoi gian thuc”. Hodc dugc phat trién boi mot s it cong
ty cong nghé I6n nhu Tri Nam [15], C6 phan Tin hoc va Tu van Xay dyung - CIC [16], Cong ty
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Thing Long - Bo Cong An [17], FPT - IS [18]. Hau hét cac hé thong den hién dai déu dugc
nhap khau véi gia thanh cao va kho kha thi dé ap dung tai Viét Nam. Vi du, dé Ip dat 121 tru
deén tin hiéu giao thong tai Thanh phd HS6 Chi Minh méi do Tay Ban Nha san xuat ¢6 gia la 3,5
triéu d6 la My. Nhung chi sau 1 nim hoat dong cac hé théng nay da bi 16i va phai thao d& [13].
Lam cha duoc cong nghé didu khién tin hiéu giao théng théng minh ciing dang la mét thach
thirc rat 1on. Nam 2008, thanh phd Ho Chi Minh chap thuan chi 8.456,2 USD (khoang 141,4
tridu dong) dé thué chuyén gia nudc ngoai khao sat, danh gia, khic phuc cac sy ¢ hu hong cua
hé thong dén tin hidu giao théng. Du an ldp dat 48 chét den tin hiéu giao théng nay c6 tong tri
gia 1én dén 4 tridu d6 la My nhung sau khi stir dung duoc 1 nam thi lai bj té liét [14].

Panh gia tong quan vé cac san pham deén tin hiéu théng minh dang dwoc phat trién
trong nudc thi theo quan sat ciia ching t6i, cac san pham hién tai chi yéu la nhap khau tur
nudc ngoai, da phan tap trung giai quyét van dé vé phan cing nhiam giam tiéu thu dién nang
hon la cac giai phap phan mém dé diéu khién, giam sat. Hé théng caa Tri Nam c6 thém chuc
nang wu tién phuong tién giao thong cong cong va cac tuyén dudng danh riéng cho phuong
tién khan cip. Tuy nhién, chirc ning nay dugc phat trién dé dap tng mét sb lwong nho nhu
ciu cac phuong tién tham gia giao thong. Ngoai ra, hau hét cac hé thdng hién tai dang thiéu
nhitng chirc ning “thong minh” dé phan luéng phwong tién tham gia giao thong. Nhat la khi
xay ra cac hién twong tic nghén, cac lyc luong chirc ning thuong phai tham gia diéu phdi
va phan ludng thu cong ma khong c6 mot hé théng tu dong kiém soat cong viée nay.

3. GIAI PHAP BE XUAT
3.1. Kién tric hé thong

Kién trac hé théng phan mém gdm cac thanh phan sau (Hinh 1):

Hé thong thong tin quan ly chay trén nén tang web (web app)

Ung dung diéu khién, giao tiép, trong tac véi cac thiét bi dén giao thong (mobile app).

Hé thong thong tin quan 1y chay trén nén tang web (webapp) dugc thiét ké va xay
dung dé quan 1y cac thong tin hé thong, thong tin ngudi dung, cac chirc ndng quan tri, phan
quyén, quan 1y thiét bi dén giao théng, quan tri cac nit giao thong va thong tin ban dd thanh
phd (phuc vu muyc dich tuong tac truc quan giao dién ngudi dung), quan 1y kich ban giao
thong, cac chirc ning twong tac vai didu khién truc tiép cac thiét bi dén giao théng cua moi
nut, cac chire nang bao cao, thong ké, tong hop s liéu. Hé thong ciing duoc thiét ké sir dung
cac cong nghé tién tién dé co thé hoat dong tét trén cac thiét bj cAm tay nhu dién thoai, may
tinh bang (4p dung cho maot sé tinh ning tuong tac truc quan véi dén giao thong).

Ngoai hé théng thong tin quan 1y, hé thdng phan mém giao théng thong minh ciing
xdy dung tng dung nho gon hd tro viée diéu khién, giao tiép, twong tac vai cac thiét bi dén
giao thong (mobile app).

Cdac chure nang hé thong dwoc mé ta co ban nhu sau

Quan ly cac thong tin nghi¢p vu clia dén giao thong;
Diéu khién, tuong tac véi dén giao thong tir xa qua phan mém;
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Xem trang thai cac dén giao thong toan thanh phd trén ban db thoi gian thyc;
Céc chtrc ning tuong tac nghiép vu trén ban d6 giao thong;
Thiét lap cac kich ban dén giao thong thong minh, ti wu thoi gian di chuyén cua cac
phuong tién, giam thoi gian chd trén toan tuyén;
Hé théng cam bién do nhiét do, do am, bao chay, ngap lut, cam bién do luu luong
(camera va thudt toan tri tué¢ nhan tao);
Quan Iy timeline (biéu do thoi gian) cua cac kich ban gan véi mdi nut giao thong;
Cdc chure nang theo doi, bdao cdo
Cdc chire ndng quan 1y nguoi diing, phdn quyén
Cdac chire nang sao luu, dy phong
S— Kién trac phan cing hé théng giao

théng gdm céc thanh phan sau:
Hé thong may chu: dung dé chay hé
ndt giao théng

thdng thong tin quan 1y giao thong, chay cac
dich vu can thiét khac (chang han MQTT dé
két ndi cac thiét bi). Hé thdng nay duoc phat
trién dung cong nghé .NET Framework.

Céac tram/nut giao thong (Hinh 2): moi
nut giao thong s& gébm nhiéu thiét bi (cac loai
dén, bo xir Iy PLC, ngudn, module truyén
thong,...). Pé don gian hoéa qua trinh trién
khai va lap dat, chung toi dé xuat Kién trac rat
tinh gon cho cac nit giao thong. Toan b thiét
. bi diéu khién va module thanh phan s& dugc

Hinh 1. Kién tric chirc ning déng goi thanh mot ta thidt bi c6 kich thuéc
cia hé thong de xuat \ i ez Sl A oA
nho gon, phuc vu viéc trién khai lap dat trén
dién rong mot cach don gian. Cac thiét bi trong ti s& két ndi dén server bang giao thare MQTT
thong qua module truyén thong dung SIM 3G (do vay khong can day Internet phic tap hon).
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Hinh 2. Kién tric phan cing cia hé thong
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3.2. Ung dung tri tué nhén tao dé wéc lwgng luu lwong giao thong

Dé wdc luong luu lugng giao thong tai mdi nit, chung toi 4p dung mang YOLOV4-
Tiny [8] boi cac vu diém cua nd nhu d chinh xac cao, téc d6 du doan tiém can thoi gian
thyc trén may tinh CPU.

Mang YOLOV4-Tiny [8] dugc xay dung dya trén YOLOv4 [7] bang cach giam cac
tang nhan chap cia Backbone (con 29 ting so Véi 53 nhu trong YOLOV4), giam sb tang
YOLO trong phin Head (con 2 ting so véi 3 tAng ban dau), va giam sé anchor box (hop neo)
tai cac tang du doan. Cuy thé, kién trac cua phan Backbone cua YOLOVA4-Tiny dugc trinh
bay chi tiét nhu Bang 1 (29 ting nhan chap).

Nhu di dé cap & trén, trong bai bao nay, chung ti lya chon mang YOLOV4-Tiny dé
giai quyét bai toan do tim phuong tién giao théng trong anh. Luu luong giao thong duoc udc
lwong bang cach tinh s lwong trung binh cua cac ddi tugng (nguoi va xe) dugc do tim trong
timg khung hinh cta dit liéu video thu duoc. Theo két qua thir nghiém, YOLOVA-Tiny hoat
d6ng kha tot vé& do chinh xac trong khi téc do xir Iy giam dang ké. Chang han, YOLOVA4-Tiny
c6 thé dat toc d6 khoang 330 FPS dé do tim d6i twong trong anh trén may GPU (GTX 1080).

Bang 1. Kién triic mang YOLOVA4-Tiny

Layer | Filters Size/strd(dil) | Input | Output

8 conv 32 3 x 3/ 2 416 x 416 x 3 ->» 208 x 208 x 32 8.875 BF
1 conv 64 3 x 3/ 2 288 x 208 x 32 -> 184 x 184 x 64 6.399 BF
2 conv 64 3 x 3/ 1 184 x 184 x o4 -> 104 x 184 x 64 8.797 BF
3 route 2 1/2 -> 184 x 184 x 32

4 conv 32 3 x 3/ 1 184 x 104 x 32 -> 184 x 184 x 32 8.199 BF
5 conv 32 3 x 3/ 1 184 x 184 x 32 -> 184 x 184 x 32 6.199 BF
6 route 5 4 -» 184 x 184 x 64

7 conv 64 1 x 1/ 1 184 x 164 x 64 -> 184 x 1864 x 64 8.889 BF
8 route 2 7 ->» 184 x 184 x 128

9 max 2x 2/ 2 184 x 104 x 128 -> 52 x 52 x 128 8.861 BF
18 conv 128 3 x3/1 52 x 52 x 128 -»> 52 x 52 x 128 8.797 BF
11 route 10 1/2 -> 52 x 52 x 64

12 conv 64 3 x 3/ 1 52 x 52 x 64 -> 52 x 52 x 64 8.199 BF
13 conv 64 3 x 3/ 1 52 x 52 x 64 -> 52 x 52 x 64 8.199 BF
14 route 13 12 - 52 x 52 x 128

15 conv 128 1= 1/ 1 52 x 52 x 128 -»>» 52 x 52 x 128 8.889 BF
16 route 10 15 - 52 x 52 x 256

17 max 2x 2/ 2 52 x 52 x 256 -»>» 26 ¥ 26 x 256 8.8061 BF
18 conv 256 3 x 3/1 26 x 26 x 256 -» 26 x 26 x 256 @8.797 BF
19 route 18 1/2 -> 26 % 26 x 128

28 conv 128 3 x 3/1 26 x 26 x 128 -» 26 x 26 x 128 ©8.199 BF
21 conv 128 3 x 3/ 1 26 x 26 x 128 -> 26 x 26 x 128 8.199 BF
22 route 21 28 -> 26 x 26 x 256

23 conv 256 1= 1/ 1 26 x 26 x 256 -» 26 x 26 x 256 8.889 BF
24 route 18 23 -> 26 x 26 x 512

25 max 2w 2f 2 26 x 26 x 512 -»> 13 x 13 x 512 8.0688 BF
26 conv 512 3 x 3/ 1 13 x 13 x 512 -> 13 x 13 x 512 @.797 BF
27 conv 256 1=x1/ 1 13 x 13 x 512 -» 12 x 13 x 256 ©.944 BF
28 conv 512 3 x 3/ 1 13 x 13 x 256 -> 13 x 13 x 512 ©.399 BF
29 conv 24 1x 1/ 1 13 x 13 x 512 -»> 13 x 13 x 24 @.0e4 BF
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Phan Head cua YOLOVA4-Tiny dugc trinh bay chi tiét nhu sau (gdm c¢6 2 tang YOLO).
Layer | Filters| Size/strd(dil) | Input | Output

[yolo] params: iou loss: ciou (4), iou norm: 6.87, cls norm: 1.88, scale x y: 1.85
nms_kind: greedynms (1), beta = 0.6580000

31 route 27 -» 13 x 13 x 256

32 conv 128 1x1/1 13 x 13 x 25 -> 13 x 13 x 128 6.811 BF
33 upsample 2x 13 x 13 x 128 -> 26 x 26 x 128

34 route 33 23 -» 26 x 26 x 384

35 conv 256 3x3/1 26 x 26 x 384 -> 26 x 26 x 256 1.196 BF
36 conv 24 1x1/1 26 x 26 x 256 -»> 26 x 26 x 24 ©.888 BF
37 yolo

[yolo] params: iou loss: ciou (4), iou norm: 6.87, cls norm: 1.8, scale x y: 1.85
nms_kind: greedynms (1), beta = 9.6@0080

3.3. Cac giai phap vé an toan, bao mat hé théng

Van dé bao mat va an toan thong tin luén duoc quan tim trong bat ky hé thong quan
ly thong tin ndo. Vi hé théng phan mém giao thong thong minh, ching t6i ap dung nhiéu
phuong phap bao mat va dam bao an toan, an ninh khac nhau nhu sau.

3.3.1. Xac thuc nguoi dung

Toan bd ngudi dung hé thdng dwoc xac thuc thong qua tai khoan ca nhan gom
username va password. Pay 1a phuong thirc x4c thuc co ban va dugc st dung phd bién nhat
trén thé gigi. Pé tang tinh bao mat, hé thong yéu cau ngudi ding phai chon mat khau c¢6 do
phtic tap cao, bao gom ky tu hoa, ky tu 6, ky tu dac biét va t6i thiéu tir 8 ky tu tro 1én. Viéc
ap dung cac quy tic tao mat khau phuc tap nhu vay s& lam han ché dang ké kha nang tin
cong bang cac k¥ thuat do mat khau, cac thuat toan vét can. Dé ting tinh bao mat va an toan,
chung t6i ¢6 thé ap dung thém phuong phap xac thuc CAPTCH, tuy nhién s& lam giam trai
nghiém sur dung cua nguoi dung.

3.3.2. Md hoa cdc thong tin nhay cam trong co so dir liéu

Céc thong tin nhay cam trong CSDL s€ dugc ma hoa dé tranh cac cudc do tim va ro ri
thong tin tir chinh quan tri hé thdng. Viéc ma hoa hay an thong tin dang ban 1 cua dix lidu
¢6 thé dugc thyc hién qua cac ham bam (MDS5 hodc SHA256). Day 1a nhiing thuat toan da
duogc chirng minh c6 d¢ phuc tap rat kho va do vay ¢6 thé 1am that bai hau hét cac nd luc tan
cong, giai mai thong tin trong CSDL. Trong hé thong nay, chiing toi dd ma hoa cac trudng
thong tin riéng tu vé ngudi st dung dé tranh viéc an cip va ro ri théng tin ¢4 nhan.

3.3.3. Phan quyén qudn tri

Dé han ché cac thao tic nham va khong dung tham quyén, mdi ngudi dung s& duoc
phan quyén quan 1y va khai thac mot s6 thiét bi, chirc nang phan mém, nut giao théng cu thé
tiy thudc vao quy dinh phan cap quan 1y ciia co quan quan 1y. Chang han, chuyén vién chi
duoc quan 1y va khai thac mot hodc mot sé niit giao théng cu thé va khong co quyén truy
cap, xem, diéu khién céc thiét bi giao thong ctia nit khéc.
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3.3.4. Luu nhat ky hoat dong

Ngoai co ché phan quyén quan tri, chiing t6i cling ap dung phuong phap luu lai nhat ky
hoat dong ctia ngudi dung dé 1am minh ching cho nhiing hoat dong ¢6 tinh trai phép cta ngudi
dung. Chang han, mét chuyén vién cb tinh thay d6i thoi gian hoat dong cua dén xanh hay dén
d6 s& ludn duoc ghi lai vao nhat ky cta hé thong va khéng bao gior bi x6a. Céc dit liéu nay s&
duoc thiét lap ché do khong thé x6a trong hé quan tri CSDL. Do vay, cac thao tac mang tinh
chat pha hoai, khong diing quy dinh cua chuyén vién s& duoc theo ddi va bao co day du.

3.3.5. Bdy l6i chéng tan céng SOL Injection

Tan cong SQL Injection 1a mot phuong phap kha phé bién trong linh vurc an toan va bao
mat thong tin. Mac du cac hé quan tri CSDL hién dai da co cac co ché noi tai dé han ché va
ngin chan kiéu tan cong nay, hé théng phan mém chung t6i van cai dat va ap dung cac bién
phap k¥ thuat nham loai bo cac kiéu tin cong SQL Injection trudc khi truy van dén CSDL. Dé
thuc hién viéc nay, chiing toi cai dat mot thu tuc tién kiém tra cac chudi truy van gui tir client
dén server va do tim cac dau hiéu cia phép tin cong SQL Injection. Néu phat hién bat ky du
hiéu nao nhu vay, truy vin ngudi dung sé bi chan va khéng dwoc giri dén CSDL.

3.3.6. Bao mdt may chu va hé quan tri co so dir liéu

May chu chay tng dung duoc thué lai tir mot don vi vién thong chuyén cung cip cac
dich vy thué tén mién, thué hosting. Do vay, viéc bao mat va bao vé may chu duoc nha cung
cp dam bao theo cac co ché va phuong phap phd bién va hién dai nhat. Chang han, bao mat
co so dit ligu SQL Server 1a giai phap cho phép cac quan tri vién co s dir liéu thiét lap
quyén han cho nguoi ding hodc nhém ngudi dung khai thac co s dit liéu. Ngudi dung hodc
nhém nguoi dung sau khi dugc cap quyén, co thé dang nhap vao hé théng va thuc hién cac
quyén han ma minh dugc cap.

3.3.7. Ap dung giao thirc bao mdt truyen tin (MQTT-secure)

TLS (Transport Layer Sercurity) va SSL (Secure Sockets Layer) cung cip mot
kénh truyén thong an toan giita client va server. Cu thé hon, TLS/SSL 14 cac giao thirc ma
hoa sir dung co ché handshake (bét tay) dé tao két ndi an toan gitra may khach va may chu. Sau
khi hoan thanh cac budc “handshake”, mot kénh giao tiép ma hoa giita client va server dugc
thiét lap va dam bao khong ké tan cong nao c6 kha ning nghe trom thong tin trong suét qua
trinh giao tiép. Server cung cap mot X509 certificate, 1a chung chi thuong dugc phat hanh boi
mot co quan tin cdy, va client s€ sur dung dé chung thuc danh tinh cta server.

Thong thuong giao thac MQTT duya vao TCP lam giao thuc tang giao van, nghia la
mic dinh két ndi giita broker va client 1a két ndi khong bao mat. Dé tang tinh bao mat va
c6 kha ning md hoéa cic kénh giao tiép, hau hét cac MQTT broker hién nay nhu
Mosquitto, HiveMQ déu cho phép st dung TLS. Port 1883 dwoc chuan héa dé sir dung cho
két néi MQTT c6 bao mat. Tén dugc dit theo td chirc IANA 13 “secure-mqtt” va port 1883
duogc danh riéng cho giao thiec MQTT sir dung TLS.
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3.4. Mt s6 két qua truc quan

Giao dién chinh ciia phan mém (Hinh 3)

%0 héng \
3 K
P—c
: Ban do giao thong
L é thanh phé
Menu chirc nang b ; ‘_é‘

ctiia phan mém

Hinh 3. Hinh anh giao dién chinh ciia phan mém
Bdn do giao théng (Hinh 4)

Hién thi ban d6 giao thong cua mot khu vuc ¢o cac tram diéu khién tin hiéu dén thong
minh, hién thi trang thai hoat dong cua cac tin hiéu dén theo yéu cau cia hé thong (28), (29).
Cho phép hién thi tén cta nut giao thong, kich ban tin hiéu dén tai nit giao théng d6 (30).

e
o}

29

Ng3 tu Nguydn Tri, ché 30 46 moi tuyén

Hinh 4. Giao dién ban db giao théng chinh
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Udc luong phuong tién giao thong: Hinh 5 minh hoa két qua dung mang YOLOVA4-
Tiny dé udc lugng cac phuong tién giao thong.

Hinh 5. Uéc lwgng luu lwgng tham gia giao thong

4. KET LUAN

Trong bai bao nay, chiing t6i trinh bay kién trac hé thong phan mém quan ly va giam
sat cac niit giao thong. Phan mém duoc xay dung nham dap wng ba myc tiéu chinh sau: theo
ddi, giam sat truc quan theo thoi gian thyc trang thai ctia cac dén trén phan mém, thiét 1ap
va diéu khién cac kich ban giao thong pht hop véi tinh hinh thyc té, ing dung cong nghé tri
tué nhan tao dé udc lugng luu lugng cac phuong tién tai cac nut giao thong. Két qua thuc
nghiém cho thdy mang YOLOV4-Tiny cho két qua rit kha quan ca vé téc d6 va do chinh
xéac. Do vy, c6 thé trién khai hé théng nay trén cdc mdy tinh c6 cau hinh thip dé giam gia
thanh trién khai thuc té.
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A SOFTWARE SYSTEM FOR TRAFFIC LIGHT CONTROL
AND MANAGEMENT

Le Viet Nam, Pham The Anh, Mai Duy Linh

ABSTRACT

In modern life, traffic congestion is a complex problem of any developing city. In

recent years, Thanh Hoa city has been developing at a strong speed with an increasing rate
of population growth and transport vechiles development. As a result, the problem of traffic
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jam is seriously studied and investigated by the local government to work out smart
solutions. This paper proposes building a software system to remotely control the operation
of traffic lights in a smart manner. Specifcally, users can monitor the state of traffic lights
with a real-time response, setting up smart operation scripts, and can estimate the traffic
density by using modern deep neuron networks.

Keywords: Smart Traffic, Deep Learning, CNN models.
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