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MOT LUQC PO CHU KY MU NGUONG
VOI BAO MAT CHUYEN TIEP

Lé Pinh Hai %, Trinh Viét Cwong?, Lé Quéc Huy?
TOM TAT

Bai bao de xudt chir ky mi ngurong véi bao mat chuyén tiép (Forward secure threshold
blind signature - FSTBS), tich hgp bdo mdt chuyén tiép vao chir ky mu ngwéng. Bdo mdt
chuyén tiép d@am bao tat ca cac chir ky tqo ra truedc kia van an toan du khoa hién tai by 16.
Co ché nay dat duoc thong qua vi¢c cap nhat khda bi mdt theo ting giai doan thoi gian.
Trong bai béo nay, chdng tdi dé xudt xay dwng mét Lot do FSTBS dua trén hé Snowblmd
véi muc tiéu bo sung thém tinh bdo mdt chuyén tiép trong khi van bdo ton cac wu diém vé
hiéu sudt ky, kich thuréc chir ky va tinh bao mat. Tuy nhién, liroc do FSTBS duoc dé xuat lam
tang chi phi tinh toan ¢ cac budc sinh khda va cdp nhat khoa.

Tir khda: Chiz ky ma, chiz ky mi ngueong, Snowblind, bao mdt chuyén tiép.
DOI: https://doi.org/10.70117/hdujs.84.2.2026.1061

1. PAT VAN BE

Chir ky 56 1a nén tang cua an ninh thong tin hién dai, bdo dam tinh toan ven, xac thuc
va khéng chdi bo trong giao dich dién tir. Chit ky mit do Chaum d& xuat nam 1982 [1] cho
phép nguoi ding nhan chir ky trén mot thong diép ma ngudi ky khong biét ndi dung thong
diép. Nho tinh ml, ngudi ky khong thé lién két chir ky véi thong diép hodc nguoi ding, nho
d6 dam bao quyén riéng tu. Nhung mot thach thirc 16n ddi véi chit ky s6 noi chung va chit
Ky mu n6i riéng 1a nguy co khéa bi mdt bi 1. Khi d6 toan bd hé thdng ky s& sup db. Dé giam
rai ro 16 khoa, chir ky ngwéng phan tan khéa bi mat cho nhiéu chu thé: khoa duoc chia thanh
n phan va can it nhat t phan (t < n) dé hoan thanh viéc ky thong diép. Hé chir ky ngudng
gitp hé théng chiu 15i va chdng gian lan tét hon, vi ké tan cong phai xam pham ddng thoi ¢
trong n thanh vién méi gia mao duoc chix ky - diéu nay duoc goi 1a tink chiu nguong [2].
Chir ky mit nguong két hop hai tinh chét tren (tlnh mu va tinh chiu nguong) nhiéu bén ciing
tham gia ky ma khong biét ndi dung va can mot sé lugng ngudi ky nhat dinh dé hoan thanh
viéc ky. Nhung mot thach thirc 16n d6i véi cac hé chit ky vira dé cap & trén 1a duy tri tinh
bao mat ngay ca khi khoa bi mat da bi 16. Chang han, trong hé chitr ky mu ngudng & trén,
khoa bi mat sk dugc phan tan bi mat dén timg nguoi ky dé giam rui ro 16 khoa, nhung khoa
sk nay van duoc giit nguyén trong subt vong doi ky cta hé théng. Do d6, néu ké tin cong
kiém soat du sb lugng nguoi ky tai mot thoi diém bét ky, chiung co thé khoi phuc khoa bi
mat va gia mao chit ky cho moi thong diép, ké ca cac thong diép trong qua khir. Mot giai
phap cho van dé trén 1a tinh bdo mdt chuyén tiép (cho chi ky sé), yéu cau rang: thoi gian

1L6p K10 Khoa hoc May tinh, Khoa CNTT&TT, Triong Pai hoc Hong Pire; Email: ledinhhai789it@gmail.com
2 Phong QLKHCN&HTQT, Truong Pai hoc Hong Pirc
3 Truong Dai hoc Téan Tao, tinh Tay Ninh

40



p-1SSN 3030 - 4628

TAP CHi KHOA HQC TRUONG PAI HQC HONG PUC - SO 84 (02.2026) = ISSN 3030 - 4636

duoc chia thanh cac khoang roi rac, khoa bi mat dugc cép nhat dinh ky sao cho viéc 16 khoa
6 hién tai khong cho phép gia mao chit ky & qua khir [3]. N6i cach khéc, v6i bao mdt chuyén
tiép chit ky tao ra trudc thoi diém 16 khoéa van duoc dam bao bao mat. Co ché nay dic biét
quan trong trong cac ung dung nhu bau cir dién tir, tién dién tir hay thong di€p mat [4].

DPong gop cuia ching t6i trong bai bao nay 1a d& xuat hé chir ky mi nguwéng méi hé tro
bdo mdt chuyén tiép. Cy thé, tir ¢t phap cta chit ky mi ngudng, chiing toi bd sung thém mot
thuat toan gitip cip nhat khoa bi mat theo ting khoang thoi gian. Bang cach dé, ngay ca khi
khoa hién tai bi 16, ké tin cong ciing khong thé tao ra chit ky hop 1& cho céc thong diép da
ky & cac khoang thoi gian trude, do cac khoa cit di bi thay thé va xoa bo. Pé minh hoa cho
tinh kha thi cta hé chit ky mu ngudng hd trg bao mat chuyén tiép, chung toi da diéu chinh
lugc d6 chir ky mi ngudng Snowblind [5] mot cach phu hop dé b sung thém thuat toan cap
nhat khéa va dat dwoc mot luge dd mai goi 1a fs-Snowblind. Pang chu ¥ 1a Snowblind [5]
la m&t chir ky mu ngudng xay du’ng trén nhom khong ghép cap. Qua trinh ky dién ra trong
ba Vong trao ddi gitta bén yéu cau ky va nhitng ngudi ky, tao ra chit ky cudi cting gdm mot
phan tir nhém va hai phan tr v6 hudng. Kich thudc cua chit ky Snowblind chi ting thém
mot phén tir so voi chit ky Schnorr théng thuong, tirc gdm ba thanh phan thay vi hai, lam
cho Snowblind tré thanh mot giai phap co6 tinh hiéu qua va thuc tién. Can luu y rang so do
Snowblind dugc chimg minh an toan vé tinh khong thé gia mao va tinh mu trong mo hinh
tién tri ngau nhién. Chung t6i 1ap luan rang fs-Snowblind ciing dam bao céc tinh chat bao
mat ciia Snowblind di kém vai bao mat chuyén tiép.

2.CO SO LY THUYET VA PHUONG PHAP NGHIEN CUU
2.1. Phwong phap nghién ciu

Phuong phap nghién ciru dugc trién khai theo hé thdng cac cong trinh hoc thuat, sach
chuyén khao va tai liéu chuyén nganh vé mat ma, chir ky sd, chit ky mu va chit ky mu ngudng.
Trén co so tong hop va phén tich cac khoang tréng trong nghién ctru hién c6, chung t6i thiét
ké mot luge d6 méi nham khic phuc nhitng han ché con ton tai. Cach tiép can tan dung nén
tang 1y thuyét ctia cac hé mat phd bién dé hinh thanh giao thirc va luoc d6 chir ky mu phu hop.
Cudi cung, hiéu nang dugc lugng hoa béng cach so sanh chi phi tinh toan cua cac thuat toan
dé xudt véi cac luge dd da cong b trudce ddy, stir dung cliing gia dinh va tham sé danh gia.

2.2. Chir ky mu ngwéng

Chir ky mu ngudng (Threshold blind signature - TBS) 1a mét giao thire ky twong tac
giita nguoi dung va nhiéu nha phat hanh, trong d6 mdi nha phat hanh giitr mot phan ciia khoa
bi mét va cung phéi hop dé tao chir ky trén mot thong diép da duoc lam mu. Co ché nay dam
bao rang khong mot ¢4 nhan nao c6 thé ty ky hodc tiét 16 khoa, dong thoi ngudi ky khong
biét ndi dung that cua thong diép. Nho d6, TBS vira phan tan quyén kiém soat, vira bao vé
quyén riéng tu ctia nguoi dung.

2.3. Lwge d6 chir ky ma ngudng Snowblind

Snowblind [5] 12 mot luoc db chit ky mu ngudng trén nhom khong cip ghép. Giao
thirc ky dat dugc hiéu qua cao, chi can ba vong twong tac va tao ra chit ky rat gon gdm mot
phan tir nhom va hai phan tir v6 hudng trong nhom. Mot diém manh khac cua cong trinh 1a
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cac luge dd chir ky mu nén tang vén da c6 gia tri doc lap. So v6i cong trinh gin nhit cua
Tessaro va Zhu [9], cac luge dd nay rat ngan kich thude chit ky (ba phan tir thay vi bon) va
don gian hoa chiing minh an toan.

2.4. Chix ky c6 bao mat chuyén tiép

Chir ky c6 bao mat chuyén tiép [3,7] 1 co ché ky s trong dé cho phép khoa bi mat
thay dbi theo thoi gian nham han ché hau qua caa viéc 16 khoa. Thay vi sir dung mot khoa
bi mat ¢ dinh suét doi, toan bo thoi gian hoat dong cua hé thong dugc chia thanh cac thoi
ky roi rac. Mdi khoang thoi gian e c6 mot khda bi mat riéng sk® dung dé ky cac thong
diép trong khoang thoi gian d6. Khi chuyén sang khoang thoi gian ké tiép (e + 1), khoa bi
mat duoc cap nhat tir sk(© thanh sk©*+1 theo mot ham mét chiéu F nao d6, va quan trong
la khoa sk(© duoc x6a khoi hé thong. Ham mat chiéu F ¢am bao rang tir khda méi ske+D
khong thé tinh ngugc ra khoa cii sk®. Nho d6, néu ké tan cong dot nhap va ldy cap dugc
khoa bi mat hién tai sk(¢*1, ching khong thé 1am gia chit ky cua cac khoang thoi gian <
e + 1 trude d6, boi nhimng khoa ing véi cac khoang thoi gian trude d6 da bi x6a va vé mat
tinh toan khdng thé khoi phuc tir sk€+D.

2.5. Co ché chia sé bi mat Shamir

Co ché chia sé¢ bi mat Shamir (Shamir’s secret sharing - SSS) 1a mét trong nhiing co ché
chia sé bi mat ndi tiéng nhét, dugc Shamir [8] dé xuat nam 1979. Thuat toan nay dya trén y
tudng rang mot bi mat c6 thé dugc chia thanh nhiéu phan va chi khi tap hop di mot sé lwong
phan téi thiéu t trong s6 n phan di chia thi méi c6 thé khoi phuc lai bi mat gbe. C6t 15i cua
SSS duya trén ndi suy da thirc Lagrange: Nguoi phan phdi chon mot da thirc bac t — 1: f(x) =
S+ a;x + a,x? + -+ + a,_,x* " (mod p) trong d6 s 1a bi mat can chia sé; a,_q, ..., a,_, la
céc hé s6 duoc chon ngau nhién; p 1a mot sé nguyén té 16n. M&i ngudi tham gia i s& nhan
duge mot cap (i, £(i)). Khi can khdi phuc bi mat, chi can tdi thiéu t ngudi hop tac dé dung

lai da thic f(x) = X ¥i [Tj=0 j=i :%;]] thong qua ndi suy Lagrange.

2.6. Co ché chia sé bi mat xac thwe dwoc ciia Feldman

Co ché chia sé bi mat xac thuc duoc cua Feldman (Feldman verifiable secret sharing
- Feldman VSS) [10] 1a phién ban mé rong cta so do chia sé¢ bi mat Shamir, dam bao moi
nguodi tham gia trung thuc déu nhan duoc phan chia sé hop 1¢ ngay ca khi ¢6 bén bi 16i hoic
gian 1an. Co ché nay st dung cam két cong khai da thuc & dang s6 mii, bang cach truyén
phat cac gid tri B, = g@. Mdi nguoi nhan c6 thé ty kiém tra tinh hop 18 ciia phan chia sé s;
thong qua dang thire g% = [[52L BL".

2.7. Chir ky mu nguwdng va bao mat chuyén tiép

2.7.1. Cii phdp tong qudat

Mot hé chir ky mu ngudng bao mat chuyén tiép (Forward secure threshold blind
signature - FSTBS) géom mot thuat toan sinh ra b tham sé c¢ong khai par do mét bén dang
tin cdy sinh ra va cung cip cho toan bo hé thdng. Qua trinh sinh khéa gdm: (1) tao khoa cong
khai, bi mat cho n ngudi ky; (2) tao khoa cong khai chung cho toan b hé théng. Trong qua
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trinh ky, mot nhém S ngudi tham gia ky, sir dung khoa bi mat riéng sk; ma khong biét noi
dung thong diép. Nguoi ding két hop cac phan hoi tir tap S dé tao chir ky o, dam bao § <
[n]vat < |S| < n.Chiky hop 1é khi FSTBS.Ver(pk,m,o) = 1.

Pinh nghia: Hé FSTBS bao gém cac thuat toan: FSTBS = (FSTBS. Setup,

FSTBS.Gen, FSTBS.Update, FSTBS.1Sign, FSTBS.USign, FSTBS.Ver):.

- FSTBS. Setup(1¥) — par: Thuat toan nay nhan dau vao la mot tham sé bao mat
k, sinh ra bo tham sé cong khai par.

- FSTBS.Gen(n, t,par) — (pk©, {(pk;®, ski(o))}"i=1, aux): Thuat toan nay nhan
dau vao 1a sé luong ngudi ky n, ngudng t, va bo tham sé cong khai par. Pau ra 1a khoa
cdng khai chung pk (@ tng véi khoa bi mat chung sk© (sk(® khong duoc xuat ra mot cach
tuong minh), cac cap (pk; ', sk;®) gom khéa cong khai ca nhan pk;® va phan chia s¢
khod bi mat {sk;®} cho ngudi ky i € {1,---,n} va thdng tin bd sung aux. Thoi diém xem
xét 13 thoi diém bat dau cua hé thong tic 1a khoang thoi gian 0.

- FSTBS.Update(par, {sk* P}, ) - (pk(e),{(pki(e),ski(e))}”izl) . Péau vao
ctia thuat toan 1a tham s6 hé thng par, phan chia s¢ kho4 bi mét hién tai {ski(e_l)}?=1cho
khoang thoi gian e — 1, bd dém khoang thoi gian e. Pau ra cia thut toan 1 khoa cong khai
moi pk(e) ung voi khoa bi mat chung maoi sk (sk(e) khong dwoc xuat ra mot cach tuong
minh, ma dugc tdng hop ngdm an dua vao ngudng t), cac cap (pk; @, sk;©) gom khéa cong
khai c& nhan pk;® va phan chia s¢ khoa bi mat {sk;®} cho nguoi ky i € {1, -, n} tai
khoang thoi gian e.

- FSTBS. ISign(i, sk’ , awx) va FSTBS. USign(pk®), aux, m,S®) didu phéi qua
trinh ky gém céc vong tuong tac giira nguoi Ky i € {1, ---,n} voi nguoi dung tai khoang thoi
gian e. Mdi nguoi ky i € {1,-+,n}, s& goi thuat toan FSTBS. ISign véi dau vao la chi s i,
phin chia sé khoa bi mat sk ® cua ngudi ky do tai khoang thoi gian e va thang tin bé sung
aux. Nguoi dung s& goi thuat toan FSTBS. USign véi dau vao l1a khoa cong khai pk(©,
thdng tin bo sung aux, théng diép m va nhom nguoi ky S, Pau ra cta qua trinh twong tac
nay la chit ky Sig‘® cho thong diép m. Théng diép m s& duoc mu hoa trong khi ky.

- FSTBS.Ver(pk®,m, Sig(®) — 1/0: Thuat toan nhan thong tin dau vao la khoa
cong khai pk(®, chit ky Sig(®, thong diép m. Dau ra cua thuat toan cho biét chir ky 1a hop
1& (xuit ra 1) hay khong hop 18 (xuét ra 0).

2.7.2. Yéu cau bao mdt

- Tinh mix chuyén tiép: Tinh mu chuyén tiép dam bao rang: ngay ca khi toan bo khoa
bi mat tai khoang thoi gian e bi 16, dbi thi cling khong thé lién két duoc chir ky véi thong
diép da duoc ky tai cac khoang thoi gian trude do.

- Tinh ngueong chuyén tiép: Trong hé FSTBS, tinh ngudng can dugc duy tri trong subt
qua trinh cép nhat khoa. Nghia 1a: tai moi khoang thoi gian e, phai co tir t trong n phan khoa
{sk(YL, thi m&i c6 thé két hop thanh khoa bi mat sk va viéc cap nhat khéa qua cac
khoang thoi gian e khong pha v& tinh cht nay.
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- Tinh khéng thé gid mao thém mét chuyén tiép: Tinh khong thé gia mao thém mot
y&u cau rang: ngay ca khi ké gia mao c6 thé thyc hién nhiéu truy van ky & mot khoang thoi
gian e’ truéc khoang thoi gian e, sau d6 ké gia mao biét khoa bi mat & khoang thoi gian e,
thi ké gia mao van khong thé tao ra nhiéu chir ky hon sé luong truy van ky da thyuc hién ¢
khoang thoi gian e’

3. KET QUA NGHIEN CUU VA THAO LUAN

Trong phan nay, chung toi dé xuit mot luge dd FSTBS cu thé duoc xay dung dua trén
luge dd Snowblind [5]. Luge dd FSTBS nay duoc goi 1a fs-Snowblind.

3.1. Lwoc dd fs-Snowblind dé xuat

Lugc dd fs-Snowblind ndy bao gom céc thuat toan (FSTBS.Setup , FSTBS. Gen,
FSTBS.Update, FSTBS.ISign, FSTBS.USign, FSTBS.Ver). ~ Chi y  raing,
FSTBS.1Sign, FSTBS.USign, FSTBS.Ver duoc thuc hién tai khoang thoi gian e cu thé.
Thuat todn FSTBS.Gen cua fs-Snowblind c6 sy thay ddi so vé&i thuat toan
Snowblind. KeyGen cta Snowblind & nhiing diém sau:

- Trong Snowblind. KeyGen, khoa bi mat chung sk dugc sinh ra trudce. Sau do, co
ché chia sé khoa bi mat Shamir mai dugc st dung dé phan tan khoé sk nay thanh cac phan
sk; cho mdi ngudi ky i. Chiing ta khdng quan tam téi khoang thoi gian.

- Trong khi d6, thuat toan FSTBS. Gen theo cach thirc nguoc lai: Cho phép mdi nguoi
ky i tw chon cho minh phan khoé bi mat sk; ma néu du i phan thi c6 thé tong hop dugc thanh
khoé bi mat chung sk. O day co ché Feldman VSS duoc st dung. Mic dinh thuat toan
FSTBS. Gen chi dugc chay tai khoang thoi gian 0. Thuat todn FSTBS. Update dugc bd sung
dé c6 thé trién khai duoc tinh bao mat chuyén tiép. Thuat toan nay giup cap nhat cac khoa
rigng {sk VY%, va sk thanh {sk @}, va sk . Do tinh phan tan va thiét Iap
ngudng cua {skl.(e_l)}?zl, co ché tai phan phéi bi mat duoc sir dung dé dam bao moi thanh
vién trong n thanh vién ky ban dau nhan duoc ban cap nhat cac khoé riéng nay.

Cac thuat toan cua fs-Snowblind dugc mé ta cu thé nhu sau:

a) Thuat toan khéi tao hé théng FSTBS.Setup(1%)

Pau vao: 1¢ vai k 1a tham sd an toan.

Céac budc thyc hién:

Budc 1. Chon mét nhém G ¢6 cap p va phan tir sinh g véi p 1a s6 nguyén t6 k-bit.

Bugc 2. Chonh « $G

Bué6c 3. Chon hai ham bam H,y,, H;g - {0, 17} = Zj, , Xét mot luge 6 chir ky DS
= {DS.Setup, DS.Sign, DS.Verify} duoc dung dé xac thuc trong qua trinh ky tuong tac
(Hinh 1). Chay pary;; < DS.Setup(1).

Pau ra: Toan b tham sb hé thdng cong khai par

b) Thuat toan sinh khoa FSTBS.Gen(n, t, par)

Pau vao: n 1as6 nguoi ky, t 1a ngudng ky, va par 1a tham sb hé thong gom (G, p, g).
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Céac bude thyce hién:
Bude 1. M&i nguoi ky i chon da thirc ngdu nhién f; (0)(x) bac t — 1 ¢6 cac hé sd ag(;()
duoc chon ngau nhién tir Z,,*, sao cho S(O) = f(o)(O) = a(o) :
© ,
Bu6e 2. Nguoi ky i truyén phat cac cam két Cl.(o) = {C; (0)} L-b = {g%k 1YL} chocac
hé s6 a®;, cua f(© (x), va giri cac phan chia sé fi(o) (j) ma hoa cho moi nguoi ky j # i.
Buée 3. Ngudi ky j xéc thue céc phan chia sé bing Feldman VSS: Kiém tra g/ () =
—5(C; (0))1 mod p.

Piu ra: Thiét lap khoa cong khai chung la pk©@:=[T%, ¢ = [TL, g% =

gz?_lsi“’) Do d6, khoa bi mat chung c6 thé xem |a sk©@:=3yn 1s ) mod p (tuy nhién, ch
y rang khong ai tryc tiép tinh duoc tong ¥, s ) mod p nay). Mdi nguoi ky i tinh phan chia
sé cua minh ski(o) = jzlfj(o)(l) mod p.

¢) Thuiit toin cip nhit khoa FSTBS.Update(par, {sk.(e_l)}n e),5@)

Piu vao: Tham sb hé théng par va tap phan chia sé cii {Sk(e 1)}1 1» Khoang thoi gian
e, va nhom nguoi ky S© trong khoang thoi gian e.

Céc budce thyc hién:

Bude 1. Mbi ngudi ky trong S chon da thirc méi va truyén phat cam két, tuong tu
nhu thuat toan sinh khoa FSTBS. Gen ¢ trén.

- Méi nguoi ky i € S chon da thirc ngiu nhién fL( )(x) bac t — 1 ¢6 cac hé sd a;

(k =0,..., t-1) dugc chon ngiu nhién tir Z," sao cho 5, = £,((0) = a(e) .

(e)

- Mdi ngudi ky i € S, giri cam két ¢;@ = {C;, P}k = {g° i Y21 cho céc hé s6
al.(;) cua f;® (x), va giri cac phan fj(e)(O) cho ngudi ky j +# i.
- Nguoi ky j € §¢ xac thyc phan chia s¢ bang lugc dd Feldman VSS: Kiém tra
g7 = T mod p.
- Thiét 1ap khoa cong khai chung tai khoang thoi gian e 1a pk(e): = [lies Cl-,o(e) =

k@ = 3559 mod p (tuy nhién, ch

gziessi@. Do d6, khoa bi mat chung c6 thé xem 1a s
¥ rang khong ai truc tiép tinh duoc tong Yies Si(e) mod p nay). Hon nira, ta can phai phan
phéi lai khoa sk® d& dam bao n ngudi ky (gdm ca nhitng ngudi ngoai nhém S©) cé phan
chia sé ctia sk'® dé dam bao tinh ngudng.

M3i nguoi ky i € S tinh phin duoc chia s¢ ctia minh sk® = ¥ jes fj(e)(i)mod p.

Bu6c 2. Tai phan phéi: Muc tiéu 1 tao mot da thirc f(X) bac (t— 1) sao cho £(0) = sk .

- M&i nguoi Ky i € S tao mot da thie phu by (x) v6i h; @ (0) = sk .

- Tong hop cac da thirc hi(e) (x) theo cach phén tan, st dung hé s6 Lagrange A;: f(x) =
YierAi - 1@ (x), v6i T < S 1a mét tap con ¢ ngudi ky bat ky trong nhom S va 4; 1a hé sé
Lagrange tuong ing v6i tap T tai x = 0, dugc dinhnghiala 4; = []er, j#7; — mod p. Taix
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= 0, gid trj cia f(x) 12 £(0) = Tier A - i@ (0) = ier A - sk = sk (vi sk 1a cac
phan chia sé cta sk(e)). Diéu nay dam bao rang da thirc f(x) c6 hé sb tu do ding bang sk,
ma khong yéu cau bat ky ngudi ky nao biét sk truc tiép.

- Mdi nguoi ky i € S tinh phan chia sé¢ con 8;; =f() mod p cho moi j €
{1,2,...,n\{i}, giti 6; ; kém bang chimg Feldman g%.

Buéc 3. Tai tao cuc b va xda: Mdi ngudi ky j € {1,2,...,n} nhan §; ; va bang chimg
Feldman g%/, xac thyc bang chimg, tinh phan chia sé moi skj(e)’new: = Yies 6;; mod p. Xoa
an toan tat ca dir liéu lién quan dén sk (phan chia sé cii, da thirc cil).

Buée 4. Xac thuc: Sau khi cac ngudi ky nhan va téng hop cac phan chia sé méi sk j(e)’new
& Budce 3, ho can xac thyuc rﬁng cac phﬁn chia sé nay thuc sy twong tmg vai khoa cong khai
sk©

duoc dé cap 6 Budc 1. Cu thé:

Sk(e),new

- Mbinguoi ky j € {1,2,...,n} truyén phat cam két méi g°“i

. (e)
chung mai pk(e): = [lies Ci'o(e) = gZiesSze =g

1 A 1 2 (e)new
- Tat cd nguoi ky hodc mot nguoi diéu phoi kiém tra pk(e)’new = [lje ,(g* i )4

v6i U 1a tap con t ngudi ky bat ky, A;1a h¢ s6 Lagrange. (Vi Y jeudj - skj(e)’new = sk(e)).
Néu pk(e)’newz pk(e) thi phan chia s¢ méi skj(e)’new dugc xac nhan la dang, tic la ching
thuc su 1a cac phan chia sé cua sk® thong qua da thuc f(x) dugc tao & Budc 4.

Buée 5. Hé thong (hodc mot nguoi didu phdi) kiém tra xem c6 it nhit t nguoi ky xac
nhan tinh ding dan ctia pk(e) va skj(e)'neW
nhat 1 hop 18. Khi d6, sk « sk ™" véimoi i € {1,2,...,n}. Néu khdng, thi huy bo viée
cap nhat: cic ngudi ky gitr nguyén phan chia sé cii Ski(e_l) va khda cong khai pk(e_l).

Piu ra: Khoa cong khai méi pk @, tap khoa bi mat méi {skj(e)’new}}?:l.

d) Thuat toan xac minh FSTBS.Ver(pk(©®), m, Sig(®)

Pau vao: Khoa cong khai pk(®, khoa bi mat Sig® va thong diép m

Céac budc thyc hién:

Bude 1. Tach (R®),2(9),5(©) « §ig®,
Buéc 2. Tinh ©©@ « Hy, (pk@,mR®@) . Néu y© =0 hodc R®.
pkfEO59) % 679 B 79 414 v& 0. Nguoc lai, tra vé 1.

Piu ra: Xac thuc thanh cong khi FSTBS.Ver(pk(©,m, Sig'®) = 1 nguoc lai thét
bai khi FSTBS.Ver(pk®,m, Sig(®) = 0.

e) Qua trinh ky twong tac giira FSTBS. ISign(i, skl@ ,aux) (cho nguwoi ky i) va
FSTBS.USign(pk®, aux, m, S$©) dién ra nhw trong Hinh 1 dwéi day:

mdi hay khong. Néu c6, hé thong coi qué trinh cap

FSTBS.ISign FSTBS.USign(pk®, aux,m,S®):
(i.sk® ., aux): 5@ Phan tich {pk, }iepn) < aux

Phan tich {pk, Yien) < aux
Hay bonéu i ¢ S©

46



p-1SSN 3030 - 4628

TAP CHi KHOA HQC TRUONG PAI HQC HONG PUC - SO 84 (02.2026) = ISSN 3030 - 4636

a® b «$7,;

l
A©@ z A®,B® « z B
yi(e) P $Z* aL(E) , bl(E)’ le(e) 'j g
jes® jes®
le@ <« H_.,(sid, i,yi(e)) (st” C(e)) -
(e

A© « ga; @, {em®Yes0 BS[F]. USign, (pk, m, A©, B©)
Bi(e) «— gbi(e) hyL(E)
msg® « (sid,

(e)
S(e),c(e),{cmj }jes(e)) y© Z y](e)
© « DS.Sign(sk;,msg) jes®
v bo né i (e (e _(e)
Hu)(le?o néu 3 sao cho by, "0, 2@ z Zj(e),b(e) - Z bj(e)‘

em;” # Hep(sid, j, y]e))

J jes® jes®

hodc DS.Verify (pk. ,msg®®,

(e) (e
O o ",y _
‘ ) # 1 (%) (R®, 70, 5©)
y© « « BS[f].USign’? (st¥,2®,p(®,y(©
Ljes@ Y J(e) 4 ) _
29« A9 4 f(c©,y®). L Két qua: Sig® « (R, z(e),5(e))

A9 sk{)

Hinh 1. Qua trinh ky twong tic cia fs-Snowblind (Dé xuit)

(O day BS[f]. USign,, BS[f]. USign, nhu trong Hinh 4 cua bai bao [5], véi f = f(c,y) la
mgt ham phi tuyén di tie Zyy X Z, = Z,. Trong [5], f(c,y)co thé 1a mét trong hai kha ndng
fi(c,¥):= ¢ + y° hodc f,(c,y): = cy . Taviét BS[f] dé thé hién mét lpc do chir ky mii diroc
tham sé hoa bai ham f)

3.2. Thao luan vé tinh bao mat caa fs-Snowblind

Tinh diing dan chuyén tiép: Vi mbi khoang thoi gian e, biéu thirc kiém tra gitt nguyén
dang (kiéu Schnorr) cua Snowblind, chi b6 sung chi s6 e, do do6 tinh dung dan dugc thura
hudng hoan toan tir Snowblind.

Tinh mit chuyén tiép: Vi modi khoang thoi gian e, qua trinh ky cua fs-Snowblind triing
v&i Snowblind (chi c6 thém chi s6 e doc 1ap vai noi dung), do d6 tinh mu dugc gitr nguyén
nhu cuia Snowblind. Hon nira, thuat toan FSTBS. Update dam bao tinh mot chiéu, tac la biét
sk, sk(e) khong thé suy nguoc duoc sk va sk(e') (voi e’ < e), do d6 tinh mu cua cac
thoi dlem tru6c khoang thoi gian e khong bi xam pham

Tinh chiu nguwéng chuyén tiép: O mdi khoang thoi gian e, quy trinh ky trong fs-
Snowblind tuong tw Snowblind, tirc 12 chi khi o it nhat t ngudi ky médi co thé tai tao khoa
sk hop 1&. M6t 1an nita, thuat toan FSTBS. Update dam bao tinh mot chidu, tac 12 biét
sk, skl.(e) khong thé suy nguoc dugce sk va skl.(e') (v6i e’ < e),do d6 FSTBS. Update
khong giam tinh chiu ngudng cua fs-Snowblind.
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Tinh khéng gia mao thém mét chuyén tiép: Trong mot khoang thai gian ¢b dinh, quy
trinh ky trong fs-Snowblind twong tu Snowblind nén tinh bao mat gia mao thém maot khéng
d6i so voi Snowblind. Thém vao d6, thuat toan FSTBS. Update ciing khong anh huong dén
tinh bao mat nay.

3.3. Thao luan vé higéu suit caa fs-Snowblind

Bang 1 cho thay fs-Snowblind giit nguyén cau tric giao thirc 3 vong va chi phi ky gan
nhu khong d6i so v6i Snowblind gbc. Piém khac biét chu yéu nam & co ché sinh khoa va
cap nhat khoa: trong fs-Snowblind, cac khoa bi mat dugc thay ddi dinh ky theo khoang thoi
gian, trong khi khoa & Snowblind gdc 1a ¢b dinh. Chi phi ting thém cha yéu dén tir viéc sinh
khoa va cap nhat khoa trong mdi khodng thoi gian.

Bang 1. So sanh giira Snowblind [5] va fs-Snowblind

Dic tinh Snowblind [5] fs-Snowblind (dé xuat)
Khoa bi mat va | Cé dinh subt vong doi; pk,sk | Cap nhat theo tung khoang thoi
khoa cong khai | duy nhat gian e; pk@, sk thay dbi

N . @ @
3 vong; dung sk’,sk;” cua

uy trinh ky | 3 vong; dung sk, sk; c6 dinh
Quy Y 9, GUNg sk, st €6 A4 khoang thoi gian e hién tai

Néutdn tai T € {1,..,n}vsi | Neutontai T € {1, ..., n} véi
An toan khi khéa | | T |> ¢ sao cho {sk;}ier bilo | | T 1>t sao cho sk, sk bi 16
bi 16 thi ké tan cong c6 the gia mao | chi anh huong tir khoang thoi gian
chir ky cho moi thong diép. e Ve sau.
4. KET LUAN

Trong bai bao nay, chung toi dé xuat khai niém chit ky mii nguong ho tro bdo mdt
chuyén tiép. Chiing t6i ciing xay dung dugc mot luge do cu thé cho khai niém nay dya trén
lugc do chir ky mu ngudng Snowblind [5]. Lugc dd do ching t6i xdy dung van giit duoc
nhimg wu diém ctia Snowblind nhu chit ky ngin va cac tinh bao mat khéc, dong thoi c6 thém
tinh bao mat chuyén tiép thong qua viéc diéu chinh co ché sinh khéa va bd sung co ché cap
nhat khéa theo timg khoang thoi gian. Tuy nhién, hai co ché nay ciing lam gia tang chi phi
thuc thi. Trong twong lai, chiing t6i du dinh tim cach cai tién co ché sinh khoa va co ché cap
nhat khoa dé toi wu hiéu sudt toan bo hé théng fs-Snowblind. Mot huéng nghién ciru khéac
nira 12 thich (mg bao mat chuyén tiép cho cac bién thé nang cao khac cua chir ky mu.
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A THRESHOLD BLIND SIGNATURE SCHEME
WITH FORWARD SECURITY

Le Dinh Hai, Trinh Viet Cuong, Le Quoc Huy
ABSTRACT

The paper proposes a forward secure threshold blind signature scheme (FSTBS),
integrating forward security into threshold blind signatures. Forward security ensures that all
signatures generated in the past remain secure even if the current secret key is compromised.
This is achieved by updating the secret key across discrete time periods. In this paper, we
propose constructing a forward secure threshold blind signature (FSTBS) scheme based on
the Snowblind framework, with the goal of adding forward security while preserving the
advantages in signing efficiency, signature size, and security. However, the proposed FSTBS
scheme increases the complexity of the key generation and key update steps.

Keywords: Blind signature, threshold blind signature, snowblind, forward-Secure.
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