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MOT PHUONG PHAP TIEP CAN MOI PE PHAT HIEN
VIDEO DEEPFAKE

Lé Vin Hao!, Tran Dodn Minh?, Trinh Thi Hop?, Lé Diéu Linh!
TOM TAT

Trong boi canh ky thudt teo video bang cong nghé Deepfake ngay cang tinh vi, viéc
phét trién cac phuong phap phat hién tir déng chinh xac va dang tin cdy tré nén cdp thiét.
Nghién cizu ndy dé xuat md hinh ViT-DFNet, tdp trung vao phat hién hiéu qua cac truong
hop hoan dsi khudn mdt trong video. Két qua thiec nghiém cho thdy ViT-DFNet dat @6 chinh
xac va kha ndng téng quét cao hon so véi cac kién triic mang no-ron tich chdp truyén thang.
Paong thoi, nghién ciru ciing phan tich kha nang dién gigi cia méd hinh théng qua bdn do
nhiét @é lam ré nhang khu vuc dioc hé théng tdp trung khi phét hién ddu hiéu giad mao.

Tur khéa: Phéat hien Deepfake, hoc sau, phan logi anh.
DOI: https://doi.org/10.70117/hdujs.84.2.2026.1034

1. PAT VAN BE

Deepfake, thuat ngir bit ngudn tir su két hop giita ‘hoc sau’ (Deep Learning) va ‘gia
mao’ (Fake), dung dé mé ta ki thuat tong hop ndi dung sé (bao gdm hinh anh, video, va 4m
thanh) dé tao ra cac noi dung gia mao gan véi video thuc [1]. Su phd bién nhanh chéng cua
cong nghé nay, dac bi¢t 1a hinh thuc hoan d6i khuon mat trong cac hinh anh hodc video,
dang dit ra nhimg mdi de doa nghiém trong téi quyén riéng tu, an ninh xa hoi, dan chu va
niém tin vao cac phuong tién truyén thong s6 [2][4]. Ké xau loi dung Deepfake dé lan truyén
thong tin sai 1éch, gay bét 6n chinh tri, hodc gian 1an tai chinh [3]. Do d6, trong 5 nam tré
lai day, chu d& nghién ctru phat hién video gia mao duoc tao ra boi cong nghé Deepfake
dang thu hit dang ké sy quan tim cua cong ddng nghién ctru [1-4].

Dé giai quyét nhimng thach thirc trén, trong bai bao nay, chung toi d& xuat mot mo hinh
ViT-DFNet, dua trén kién trac thé hé méi Vision Transformer - ViT [12]. M6 hinh ViT vén
ndi tiéng v6i kha ning ndm bat mdi quan hé phuy thudc toan cuc trong chudi dir lidu, duogc
ky vong s& vuot qua gi6i han ciia cac mo hinh mang no-ron tich chap (CNN) truyén thong,
vbn chi yéu tap trung vao cac dic trung cuc bo.

Bai bao dugc ciu triic cic phan nhu sau. Phan dau cung cap nhitng khai niém co ban
vé cong nghé Deepfake. K& dén, phan hai chung t6i trinh by vé cac nghién ctru lién quan
va dé xuat giai phap cho phép phat hién su hoan d6i khudn mit trong cac video gia mao
duoc tao ra tir cong nghé Deepfake. Cac két qua nghién ciru duoc trinh bay & phan 3. Cudi
cung 1a cac két luan va mot s huéng nghién ciru trong tuong lai.

! Khoa Ky thudt, Cong nghé va Truyén thong, Truong Pai hoc Hong Pirc; Email: levanhao@hdu.edu.vn

50


mailto:levanhao@hdu.edu.vn

p-1SSN 3030 - 4695

TAP CHi KHOA HQC TRUONG PAI HQC HONG PUC - SO 82 (02.2026) = ISSN 3030 - 4709

2. PHUONG PHAP NGHIEN CUU
2.1. Phwong phap tién tién hién nay

V& ban chét bai toan phat hién video gia mao dugc xem la mot vén dé phan loai nhi
phan [2][5]. Trong do, cac phuong phap chu yéu dugc phéan loai dira trén mién khdng gian,
mién thoi gian, va mién tan s6 [2][6]. Cac phuong phap trong mién khong gian khai thac cac
gia mao hinh anh, dic biét 1a cac bién dang khudn mit (face warping) duoc tao ra trong qua
trinh thay thé khuon mit [8], str dung cac mo hinh mang no-ron tich chap phd bién nhu
VGG16, ResNet50 [2][4-6], hodc cac kién triic mang chuyén biét nhu MesoNet [9]. Hudng
nghién ctru vé thoi gian tap trung vao khong nhat quan thoi gian gitra cac khung hinh [7], vi
du dién hinh 1 sy thiéu vang hanh vi nhdy mat chan thuc [7][10], hodc sy mau thudn vé tu
thé dau [5], thuong sir dung cic mang no-ron hdi quy (Recurrent Neural Networks - RNN),
hozc phién ban cai tién trong cac mang Long Short-Term Memory (LSTM) két hop véi cac
mang no-ron tich chdp CNN dé trich xuat cac dic trung khong gian - thoi gian [7][11]. Ngoai
ra, viéc phan tich trong mién tan s ciing duoc ap dung dé tim kiém dau vét gia mao tinh vi
[7]. Tuy nhién, thach thirc 16n nhét dbi voi cac mo hinh hién tai 1a kha ning tong quat hoa
d6i v6i cac ngudn gia mao khong quen thude hodc cac ky thuat Deepfake thé hé mai.

Tai Viét Nam, nghién ctru vé phat hién Deepfake ciing da bat diu phat trién, tap trung
vao viéc ap dung phuong phap hoc chuyén giao dé giai quyét bai toan, thir nghiém va danh
gia hiéu suét ciia cac md hinh mang no-ron tich chap nhu XceptionNet, ResNet50, VGG19,
va DenseNet trén cac tdp dir liéu cong khai [1][3]. Nhin chung, cic nghién ctru nay dang st
dung nhitng kién trac mang no-ron tich chap truyén thng, s& 1a nhimng han ché trong viéc
danh gia kha nang tong quat cua chiing ddi voi nhimng video Deepfake thé hé méi.

2.2. Giai phap dé xuat

Duya trén cac két qua nghién ciru hién tai, ching t6i nhan thay ring cic giai phap dua
trén phuong phap phan loai timg khung hinh (frame-by-frame) da dugc chung minh 1a hiéu
qua, dac biét la phat hién cac thao tac trong hoan d6i khudn mit cta cac video tao béng cong
nghé Deepfake [4][7][8]. Bén canh do, cac mo6 hinh mang no-ron tich chap nhu XceptionNet,
ResNet50, va DenseNet121 da duoc str dung rong rai dé phat hién cac tao tac nay [2][4-6].

Trong bai bao nay, ching toi dé xuit mot mo hinh phat hién sy hoan d6i khuon mat
trong cac video tao boi cong nghé Deepfake, c¢6 tén 1a ViT-DFNet. Kién trac mé hinh ViT-
DFNet dugc minh hoa trong Hinh 1. M6 hinh nay dugc thiét ké dua trén mo hinh ¢ tén Vision
Transformer (ViT) [12]. Kién tric ViT dua trén co ché tu cha y (self-attention), mot mé hinh
noi tiéng voi kha ning nam bat mbi quan hé phy thudc toan cuc trong chudi dit lidu. Nhiing
dic diém nay phu hop v6i ban chit cta ndi dung Deepfake, von chira cac bat thudong phan
tan va kho quan sat. Vi vay, viéc ap dung ViT vao phat hién Deepfake c6 co s¢ khoa hoc va
htra hen mang lai két qua chinh xac hon.

Dé kiém ching mo hinh, chung t6i phan loai timng khung hinh cua video dya trén viéc
biéu dién dic trung cia timg ving anh nho két hop véi mé hinh Transformer dé phat hién
hoan d6i khuén mat. Cu thé, tir anh dau vao, chiing toi tién xtr Iy va tich mit ra thanh ludi
nho rdi chuyén d6i mdi 6 nho thanh mot chudi anh theo thir tu khong gian. Cac chudi nay
duoc anh xa thanh vec-to dac trung va cong voi vi tri dé tao thanh dau vao cho bd ma hoa
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Transformer. Bo ma hoa s& hoc cac tuong tac khong gian giita cac ving anh va xuat ra mot
vec-to dic trung tong hop. Cac vec-to dic trung nay duoc dua qua mot khdi MLP dé tinh
chinh dic trung, sau d6 qua mot ting dau ra 2 16p dé phan loai nhan That / Gia (REAL /
FAKE). O cap video, chung t6i ap dung quy trinh trén cho timg khung hinh c6 mat, sau d6
thuc hién bo phiéu da s trén ctra s6 thoi gian dé ra quyét dinh cho doan video.

REAL 100% FAKE 100%

o

oﬂv

Paura2ldp

Pau ra MLP

—

1
W -
EEl ————F———
"'N:’IIIIEI"'N

Hinh 1. Kién trdc mo hinh ViT-DFNet

bé danh gia hi¢u suét ctia mo hinh dé xuét. Chung t61 st dung ma tran nham 13n, mot
cong cu phd bién trong bai toan phéan loai nhi phan. Tir ma tran ndy, cac chi sd quan trong
nhu d6 chinh xéc (Precision), dd bao phii (Recall), F1 dugc béo cao. Cac két qua nay ciing
dugc so sanh v6i hidu suat ciia mo hinh no-ron tich chap truyén thng dé chimg minh kha
ning manh mé cia mo hinh dé xuat.

3. KET QUA NGHIEN CUU VA THAO LUAN
3.1. B§ dir liéu

Nhiéu bo dit liéu da duoc xay dung phuc vu nghién ctru phat hién cac ndi dung tao ra
boi Deepfake nhu FaceForensicst+ [13], Celeb-DF [15], DFDC [4], Kodf [10], 140K-DB
[14], hay Openforensics [16], dugc liét ké & Bang 1. Trong nghién ctru nay, ching toi st
dung hai b dir liéu 140K-DB [14] va Openforensics [16]. Bo dit liéu 140K-DB [14] dugc
Iuu trit trén Kaggle?, gdm khoang 140 000 anh mit, chia déu thanh 70 000 anh that (REAL)
va 70 000 anh gia (FAKE) - duoc tong hop tir 1 000 000 khudn mit gia. Tuong tu nhu vy,
bd dir liéu Openforensics [16], dugc cong bd trén nén tang Github®, bao gém 115 000 hinh

2 B6 dir liéu 140K-DB : https://www.kaggle.com/datasets/xhlulu/140k-real-and-fake-faces
8 Bé dir liéu Openforensics: https://github. com/ltnghia/openforensics
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anh thyc t& voi 334 000 khudn mit ngudi. Hai bo dit liéu nay 1a dugc thu thap tir nhiéu
ngudn khac nhau, dam bao su da dang vé gidi tinh, d6 tudi, goc chup, va diéu kién anh sang.
Ngoai ra, s6 luong 16n va can bang gitra 16p that va 16p gia gitp giam thiéu van dé thién léch
16p - diéu rat quan trong cho bai toan phan loai nhj phan. Pic biét cac hinh anh trong b dit
liéu Openforensics con co thé ¢6 nhiéu hon mot khudn mit.

Bang 1. M6 ta cac b dir liéu chinh dwoc dung trong cac nghién ciu hién nay

B dir liéu S6 lwong miu that  S6 lwong mau gia  Tong sé
FaceForensics++ [13] 1000 4 000 5000
Celeb-DF [15] 590 5639 6 229

DFDC [4] 23 654 104 500 128 154

Kodf [10] 62 166 175776 237 942

140K-DB [14] 70 000 70 000 140 000

Openforensics [16] 95 201 95134 190 335

Ngoai ra, ching toi thyc hién dénh gia chéo (cross-evaluation) nham kiém tra kha
nang khai quat hoa cia mé hinh phat hién gia mao khuén mat. Cu thé, mé hinh dwoc huin
luyén trén b dir liéu OpenForensics, von chtra nhiéu khudén mat trong moi truong thuc té
phuec tap, sau do dugc danh gié trén bd dir licu 140K-DB.

3.2. Thiét lap méi truong

Qua trinh huén luyén va kiém thir m6 hinh dugc thyuc hién trén may tram trang bi GPU
NVIDIA RTX 2080 T1 (12GB VRAM), CPU Intel(R) Xeon(R) W-2133 i6, RAM 32GB,
chay trén Ubuntu 22.04 LTS. M6 hinh dugc trién khai bang ngon ngit 1ap trinh Python véi
cac thu vién PyTorch, OpenCV, NumPy, va scikit-learn.

Trong qué trinh huin luyén mo6 hinh ViT-DFNet, chiing t6i sir dung k¥ thuat hoc
chuyén giao dé tinh chinh cac trong s6 trong mo hinh ViT da tién huan luyén trén bo dir liéu
ImageNet. Bén canh do, cac siéu tham s6 duge lua chon dya trén céc tiéu chuin phé bién
trong nhitng nghién ciru truée day vé ViT va phat hién video gia mao bang Deepfake. Toan
b6 anh dau vao duoc chuin hoa va thay ddi kich thudc vé 224x224 pixel, sau do6 chia thanh
cac khbi nho kich thudc 16x16 pixel, phu hop v6i ciu trac goc ciia ViT. Qua trinh huan
luyén sir dung Learning rate = le-3, Batch size = 1 024, s6 Epoch = 50, cting bd t6i uu Adam
v6i hé sb Weight decay = 5e-4. Ngoai ra, md hinh ap dung k¥ thuat Dropout = 0.4 va Early
Stopping dua trén hiéu suat tap xac thyc dé tranh qua khép.

3.3. Két qua

3.3.1. Két qua qud trinh hudn luyén

Hinh 2 minh hoa két qua hudn luyén cia md hinh ViT-DFNet trén bg dir lidu
OpenForensics. Két qua cho the‘iy md hinh dat duoc su hoi tu 6n dinh va hiéu qua sau khoang
40-50 epoch. Cu thé, 6 chinh xac hudn luyén (Training Accuracy) ting déu dan tir khoang
0.6 & giai doan du 1én dén xap xi 0.88 & cudi qua trinh. P§ chinh xac kiém dinh (Validation
Accuracy) cling c6 xu huong tang tuong tu, dat mac khoang 0.85, chung té mé hinh duy tri
kha nang tong quat tot va khong xay ra hién tugng quéa khép dang ké.
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Nguoc lai, ham muc tiéu hun luyén (Training Loss) gidm manh tir gan 0.95 xudng dudi
0.3, trong khi ham muc tiéu kiém dinh (Validation Loss) cling giam dan Va on dinh quanh muc
0.35 & cac epoch cubi. Sy song song cua hai dudng ndy & giai doan cudi phan anh qua trinh
t61 uu hoa dién ra hiéu qua va md hinh da hoc dugc cac dac trung cdt 16i cua dir lidu.

Training and Validation Accuracy & Loss
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Hinh 2. Két qua huan luyén mé hinh ViT-DFNet

Nhin chung, md hinh ViT-DFNet cta chiing t6i di thé hién kha ning téng quat hoa
tot trén tap dir liéu ki€m dinh, véi do chinh xac cudi cung dat gan 85% va sai sO giam dan
o rét vé gan 0.3, chung to cau triic Transformer hoat dong hi€u qua trong bai toan nay.

3.3.2. Két qua qud trinh danh gid

Bang 2 dudi déy trinh bay két qua danh gia hiéu ning ctia hai mo hinh ResNet50 va
ViT-DFNet. Dya trén céac chi s6 do chinh xac Precision (P), d6 bao phu Recall (R) va do do
Fi-score (F1), co thé thdy rang mé hinh ViT-DFNet ctia chung t6i dat hiéu qua cao hon so
v6i ResNet50 trén ca ba tiéu chi. Cu thé, Precision ciia ViT-DFNet dat 0.680, cao hon 0.665
ctia ResNet50, cho thdy mé hinh dé xuat giam dugc sb lwong phat hién sai (false positive).
Pong thoi, Recall tang tir 0.830 1én 0.844, phan anh kha ning phat hién chinh xac cac video
gia mao cao hon. Nho vay, diém sb F1 cling duoc cai thién tir 0.739 1én 0.753. Két qua nay
ching minh rﬁng mo hinh ViT-DFNet, véi kién triic dua trén Transformer, khong chi nhén
dang video Deepfake chinh xac hon ma con duy tri do tong quat tot hon so v6i mo hinh
CNN truyén thong ResNet50.

Bang 2. Két qua danh gia trén tap dix liéu OpenForensics

M6 hinh TP FP TN FN P R F1
ResNet50 4494 2267 3325 919 0.665 0.830 0.739
ViT-DFNet 4568 2150 3342 845 0.680 0.844 0.753

Tiép theo, Bang 3 trinh bay két qua danh gia chéo ctia hai mé hinh ResNet50 va ViT-
DFNet trén tap dir liéu 140K-DB, nham kiém tra kha nang tong quat hoa ctia mo hinh khi
ap dung vao mot ngudn dir liéu hoan toan khéac so v6i tap huan luyén ban dau. Két qua cho
thdy ca hai mé hinh déu c6 su suy giam 13 rét vé céc chi sb Precision (P), Recall (R) va Fi-
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score (F1) so véi két qua trude d6 trén tip OpenForensics. Cu thé, m6 hinh ResNet50 chi dat
P =0.577, R = 0.095, F1= 0.163, trong khi mé hinh ViT-DFNet du c6 hiéu ning tot hon
nhung cling chi dat P = 0.556, R = 0.230, F1=0.326.

Bang 3. Két qua danh gia chéo tap dir ligu 140K-DB

M6 hinh TP FP TN FN P R F1
ResNet50 954 699 9301 9046 0.577 0.095 0.163
ViT-DFNet 2300 1836 8164 7700 0.55 0.230 0.326

Nguyén nhan cta sy suy giam nay co thé duogc 1y giai boi dic trung dir lidu giita hai
tap huén luyén va dénh gia c6 sy khac biét dang ké, bao gdm do phan giai video, dinh dang
nén, va cac thuat toan tao video Deepfake. Ngoai ra, md hinh ViT-DFNet duoc t6i uvu hoa
trén cac miu gia mao c6 dic diém khudn mit va anh sang twong dong trong OpenForensics,
nén khi ap dung 1én 140K-DB - noi chtra nhiéu dang bién thé méi va k¥ thuat gia mao phirc
tap hon - hi€u nang bi anh hudng. Mac du vay, ViT-DFNet van duy tri chi s6 F1cao gép doi
ResNet50, cho thiy kién trac Transformer ctia n6 c6 kha ning thich tng va hoc dic trung
téng quat tot hon so v6i mod hinh CNN truyén thong.

Nhin chung, két qua thuc nghiém cho thdy mé hinh ViT-DFNet dat hiéu ning cao hon
hon ResNet50 trén ca hai tap dir liéu danh gia. Trén OpenForensics, ViT-DFNet dat do chinh
xéc va kha ning tong quat cao v&i F1=0.753, trong khi ResNet50 chi dat 0.739. Khi dénh gia
chéo trén 140K-DB, ca hai mé hinh déu suy giam hiéu nang do khac biét vé dic trung di lidu,
song ViT-DFNet van duy tri F1=0.326, cao gip doi ResNet50. Két qua nay khang dinh kha
nang tong quat va tinh on dinh cua kién triic Transformer trong phat hién video Deepfake.

3.4. Phan tich kha nang giai thich ciaa md hinh

Trong cac md hinh hoc siu, qua trinh suy luan va ra quyét dinh thuong thiéu tinh giai
thich, dugc vi nhu mot “hop den”, khién viéc phan tich va dién giai co ché hoat dong cua
mo hinh tré nén kho khin. Dé khic phuc van dé nay, ching t6i tich hop thém k¥ thuat phan
tich ban d6 nhiét nham tryc quan hoa cac ving ma mé hinh tap trung khi dua ra du doan.

(a)

(b) (c)

Hinh 3. Minh hea ban db nhiét ciaa qua trinh dy do4n, anh dau vao (a), ban dé nhiét (b),
anh xép chéng cia (a) va (b)
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Két qua Hinh 3 cho thdy mé hinh ViT-DFNet tip trung chu yéu vao cac ving dic
trung trén khuén mat nhu mét, mii va miéng - nhimg diém chira nhiéu thong tin quan trong
dé phan bi¢t khudén mat that va gia. Cac vung nay thuong xuat hién rd rét trén ban dd nhiét
v6i mau do hodc vang, thé hién cuong d6 chi y cao. Piéu nay ching minh ring mé hinh da
hoc dugc cach khai thac nhitng chi tiét tinh vi vé cau trac khudén mat. Su tap trung ding vao
céc diém dic trung nay phan anh kha nang hoc dic trung khong gian hiéu qua cia mé hinh
ViT-DFNet trong nhiém vu nhan dang khuén mat phic tap.

4. KET LUAN

M® hinh ViT-DFNet ma ching t6i dé xuat da chimg minh hiéu qua trong viéc phat hién
su hoan ddi khudn mat trong cac video duoc tao bdi cong nghé Deepfake. Két qua ctia mo
hinh ViT-DFNet ciing cho thdy hiéu sut cao hon so véi cdc mé hinh CNN truyén thong nhu
ResNet50. Bac biét, ViT-DFNet c6 kha nang phat hién chinh x&c nhitng sai I¢ch tinh vi trong
khudn mat, von thudng bi bo sét boi mang CNN. Phan tich dién giai mé hinh cho thiy ViT-
DFNet tap trung vao cic ving nhay cam nhu mat, miéng va duong vién khudn mat - noi
thudng xuét hién cac hién tuong bién dang do qua trinh hoan ddi va pha tron khuén mit trong
video gia mao. Két qua nay khong chi khang dinh wu thé cua kién tric Transformer trong bai
toan nhan dién ndi dung gia mao, ma con cung cap goc nhin giai thich sdu hon vé cach mo
hinh hiéu va phan biét cac bién ddi nhén tao trong dit liéu video. Huéng nghién ctru tiép theo
tap trung cai thién hiéu suit ViT-DFNet bang cach t6i wu hoa co ché chu ¥, ap dung hoc da
nhiém va phat trién phién ban mé hinh nhe phuc vu phét hién Deepfake thoi gian thyec.
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A TRANSFORMER-BASED APPROACH FOR
VIDEO DEEPFAKE DETECTION

Le Van Hao, Tran Doan Minh, Trinh Thi Hop, Le Dieu Linh
ABSTRACT

The rapid advancement of Deepfake technology has made it possible to generate
videos with realistic facial manipulations, raising serious concerns about the authenticity of
digital content. This work proposes ViT-DFNet, a Transformer-based deep learning model
designed for the automatic detection of Deepfake videos. Experimental results indicate that
the model achieves more accuracy and more generalization performance when compared
with conventional CNN architectures, such as ResNet50. The model effectively identifies
fine-grained facial inconsistencies and blending artifacts arising from face-swapping
operations. In addition, interpretability analyses are applied to clarify the model's reasoning
process, highlighting key facial regions associated with forgery detection.

Keywords: Deepfake detection, deep learning, image classification.
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